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PRE FACE

This report was prepared by System Development Corporation under the direction
of the Computer Systems Engineering Di rectorate of the Electronic Systems H
Division , Air Force Systems Comand. The Software Quality Assurance Guidebook
is one of a series of Software Acquisi tion Management Guidebooks intended to
help ESD Program Office personnel in the acquisition of embedded software for
comand, control and comunications systems . The contents of the guidebooks
wi ll be revised periodically to reflect changes in software acquisi tion
policies and practices as well as feedback from guidebook users.

Th~.. ~oftware Acquisition Management Guidebook series is currently planned to
cover the followi ng topics (National Technical Information Service accession
numbers for those already published are shown in parentheses):

Regulations , Specifi cations and Standa rds (AD-A016401 )

Contracting for Software Acquisition (AD-A020444)

Monitoring and Reporting Software Development Status
(AD-Aol 6488)

Statement of Work Preparation (AD-A035924)

Reviews and Audits 
.

Confi guration Management

Computer Program Development Specifi cation
(Requirements Specification)

Software Documentation Requirements (AD-A02705l )

Veri fication

Validation and Certification

Overview of the SAM Guidebooks

Software Maintenance F~~~~ 
, .

- 
., 

- 

U
Software Quality Assurance 

~t

_

-
_

~

Software Cost Estimation and Measurement ‘ 
- .

Software Development and Maintenance Facilities ç~S~ 
“ ‘  ‘ - 

-

(AD-A038234 ) -- - — ‘ ‘
~~

Life Cycle Events (AD-A0371l5)

(Page 2 bl ank)
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SECTION 1 - INTRODUCTION

1.1 PURPOSE

The Software Quality Assurance guidebook is designed to assist Air Force
Electronic Systems Di vision Program Office personnel in establishing and
implementing a software quality assurance program for comand , control , and
communi cations system software procured under Air Force 800-series regula-
tions and related software acquisiti on management concepts . Al though the
discussion provided herein is intended to provide gui dance for the acquisi-
tion of large-scale systems, much of it is applicable to smaller , less com-
plex systems. However , in all cases , the guidance provided by this guidebook
should be tailore d to the needs of individual programs . The information
provided is directed towards Program Office m anagement personnel having
quality assurance respos~sibility and a member of the Engineering Division ,

~rred to as the Software Director , who is generally responsible for managing
ware acquisition. I

- . 2  SCOPE

The potential scope of quality assurance (QA), as defi ned in AFR 74-1 , is
essentially unlimited: “A planned and systematic pattern of all actions
necessary to provide adequate confidence that material , data , supplies , and
services conform to established technical requirements and achieve satisfac-
tory performance .” The entire concept of software acquisition management is
concerned with the development of quality software. Fi gure 1 depicts the
major P0 discipl i nes , all of which contribute to the acquisition of quality
software. In addition , Figure 1 relates each discipline to the other guide-
books -in this series or to the sections within this guideboo k wh ich descri be
the responsibilities of each discipline .

To avoid duplication of effort with other acquisition management responsibili-
ties , i.e., engineering management , configurati on management , test management ,
and data management , this guidebook presents software QA in terms of:

• Program Office (P0) QA requirements as defi ned by AFR 74-1
and ESOM 74-1 .

• Contractor QA requirements as defined by MIL-S-52779(AD).

• Software QA at the Electronic Systems Division (ESD).

7
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Special attention in this guidebook has been given to the following:

• The relationshi p of QA to the other acquisition management
disciplines .

• The integration of QA requirements within the system acquisition
process.

• Contractual aspects of QA.

• Monitoring the implementation of QA requ irements .

• Common problems and proposed solutions .

• Pitfalls , risk areas, and danger signals as they occur during the
System Acquisition Life Cycle.

This guidebook identi fies and descri bes QA activities throughout the System
Acquisition Life Cycle and highlights those activities associated with soft-
ware acquisiti on

1.2.1 Program Offi ce QA

The P0 determines the type and extent of Government QA actions required based
upon the particular procurement. These actions may incl ude :

• Inspection of products and services ;

• Review of contractor ’s inspection/review system, quality program ,
or of any other means employed by the contractor to control quality
and to comply with contract requirements ;

• Maintenance of Government records to reflect actions , deficiencies
and correcti ve measures .

1.2.2 Contractor QA

The contractor is responsible for controlling product quality and for offering
to the Government for acceptance only those supplies and services that conform
to contract require ments . The control of quality by the contractor relates to
those practices , procedures , and controls employed by the contractor to assure
contractual conformance. 

- -  ~~~- ‘ -  
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1.2.3 Software  QA at ESD

The Di rector of Computer Systems Eng ineering (MCI) is responsible for providing
software support to the PUs . MCI computer sys tem personnel are assigned to the
PUs to assure that quality software is being developed by the responsible
organizations.

1 .3 cONTENTs

The subsequent contents of this guidebook are organized into three sections and
three appendi xes , as fol lows :

• Section 2 - Air Force Quality Assurance Program. Relates the
A ir Force QA prog ram to the major mi les tones of the sys tem
acqu i s iti on cycle as they occur during the Conce ptu~ I , Val i da tion ,
and Full-Scale Developm nt Phases . Treats objectiv~s , activities ,
and QA considerations for each phase. Discussions ..re su pp lemen ted
by flow charts depicting major activities within each phase .

• Section 3 - Contractor Software Quality Assurance Programs. Pro-
vides discussions , designed to assist the PU in evaluating a con-
tractor ’ s proposal and the status of his software QA program .
Discusses software QA responsibilities , necessary activities con-
ducted prior to award of Full-Scale De”elopment Phase contract ,
an d contractor QA p ro g ram i mp lementa ti on .

• Section 4 - Software QA at ESD. Describes how ESD assists
PDs in meeting their QA requiremen ts. Covers the evo lvi n~ ~~role within ESD and discusses specific QA aids .

• Appendix A — Software Quality Issues. Defines ~ott -~;are quality
and addresses the subjects of qü~TTty c o f t~~~ire  vs software QA ,
the magnitude of QA required , and indenendent Support contractors .

• Appen dix B -  Glossary . Defi ir~-~ (1) the major terms used in this
guidebook , ‘(2) terms rel,i t d  to the subject of quality softwa re ,
and (3) acronyms and ~bbrevia tions used in this guideLook.

• App~~dix Bi b 1iog rap ,~~. Lists books , paoers , and military
regulations , specifications , and s tan dard s that are par ti cularl y
relevant to the subject of this guidebook.

10



I
SECTION 2 - PROGRAM OFFICE QA REQUIREMENTS

2.1 INTRODUCTION

AFR 74-1 is the pri nary regulation governing QA. It is complemented by AFR
74-18 and ESDM 74-1. These are the official documents used to establish the
basic QA requirements within this section.

The three primary software-related QA objectives of the PU are to assure that:

• The technical and contractual requirements for the CPCI (s),
data , and services are practical and enforceable.

-( • The delivered CPCI (s), data , and serv i ces conform to the spec i f ied
techn ical and contractual requirements .

• The causes of user dissatisfaction and mission degradation arL
identified and corrected or eliminated .

Tnese PU QA objectives are derived from the basic requi rements of the Air Force
QA prog ram. W it hi n this con text , the P0 is responsible for assuring that these
requi remen ts are clearl y i dentified and that responsibility for the satisfac-
ti on of each requi rement i s clearl y assi gned to one of the organ i za ti ons
participating in the system development effort. The P0’s Q~4 organizat ionsupports the definition of system QA requirements and assures that the respon-
si b le or gan i zat i ons mee t the i r ass i gned requirements . Thus , to be mean ngful
and ef fect i ve , the im plementation of the Air Force QA program must involve all
PU and contractor organizations . The P0’s QA organization must coordinate the
total Q~ 

effort.

The remainder of this section shows the relationship between software QA and
other PU activities during the Conceptual (2.2), Validat ion (? 3), and Fu ll-
Scale Develo pment (2.4) Phases. A series of flow charts (Figure s 2, 3. and 4)
de2icts the relative sequence of major technica l and management milestones
during each phase , which is then discussed in terms of QA objectives , technical
an d management activit i es , quality review of end products , an d common pro bl ems
wi th proposed solu tions .

2.2 CONCEPTUAL PHASE

2.2.1 QA Objectives During the Conceptual Phase

The bas i c object i ve of t he Conce p tual Phase i s to def i ne the system requirements
to the level of a System Specification and to establish plans for the acquisition

11
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1

and control of the system duri ng the System Acquisiti on Li fe Cycle. QA activi-
ties during this phase are aimed at establishing an appropriate quality program
and reviewing the Conceptual Phase products . The fol lowing six major documents
are developed during this phase :

• Program Managenie~.t Directive (PMD)

• Progra m Management Plan (PMP)

• Decision Coordination Paper (OCr)

• System Specification (SS)

• Test & Evaluation Master Plan (TEMP)

• Validation Phase Request for Proposal (RFP)

Of these documents , the System Specifi cation impacts most heavily upon software
quality . However , the other documents are also important since they establish
di rection for management , testi ng , cost, and scheduling and it is often diffi-
cul t to make major changes of direction in these areas during succeeding phases .

2.2.2 Conceptual Phase Activit ies

The major activities of the Conceptual Phase are as follows :

• Program initiation

• Sys tem engineering and program planning

e Document system requirements and prepare REP .

Figure 2 illustrates the typical sequence of these activities. For each pack-
age of activit ies a summary description is provided in the following paragraphs
along wi th a discussion of the QA considerations .

2.2.2.1 Program Initiation

Prog~’am initiation is devoted to evaluating the proposed new operationa l capa-
bility to determi ne its feasibility and to establish ing a PG for managing the
system acquisition. The associated Conceptual Phase milestones (see Figure 2)
are :

12
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• Required Operational Capability (ROC ) Issued - BLOCK C-l

• AFSC Review of ROC - BLOCK C-2

• Program Management Directive (PMD) Issued - BLOCK C-3

• P0 Cadre Established - BLOCK C-4

2.2.2.1.1 Suninary of Activities

The ROC identifies the need for a new or improved operationa l capability . Once
the ROC is validated by HQs USAF , the PMD, which authorizes AFSC to establish
a Program Office Cadre , is issued. S -

S

2.2.2.1.2 QA Activities

The QA activities , during this early stage of the System Acquisition Life Cycle ,
amount to reviewing the PMD to gain an unders tanding of the prog ram objectives
and the management direction prov i ded by HQ USAF. This information provides
the basis for initiating QA planning activities . (See Task 1 , Review of Pro-
gram Management Di rective , ESDM 74-1.) However , since the PMD is issued before
the P0 is established , the QA activities do not include a quality review of
the PMD.

AFR 800-14, Vol . II , Chapter 3, provides guidance for computer resources plan-
ning, including data that should be included in the PMD . Attenti on should be
directed to paragraph 3-1 which states, “This Guidance applies to the case in
which the computer resources are known to be required at the outset’ . With
many systems this info rmation is just not available until a substantial amount
of system engineering has been accomplished . Paragraph 3—6 contains specifics
regarding computer-resource information within the PMP. AFR 800-14 , Vol . II,
does not specify whether informati on regarding computer resources is available
with the initial PMD at the beginning of the Conceptual Phase or with the up-
dated PMD issued near the end of the Conceptual Phase. The level of informa-
tion regarding computer resources will be determined on a system by system basis.

2.2.2.2 System Engineering and Program Planning

System engineer ing  and program planning are the first activities to be per-
formed by the P0. These activit ies include the initial system engineering
require d to define the total system requirements and the initia tion of the
system planning activities. The associated blocks in the Conceptual Phase
flow (see Figure 2) are :

• information Processing Analys is Initiate d - BLOCK C-5

15
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• Develop System Functions - BLOC K C-6

• Determi ne Design Requirements and Define System Segments - BLOCK C-7

• Prepare PMP and Inputs to DCP - SLOCK C-8

2.2.2.2. 1 Summary of Activit ies

Conceptual Phase sys tem engineering activit ies are concerned wi th defining the
system in functional terms and establishing requirements for the total system .
Procurement strategy will be established for the follow—on phases. (See
Contracting for Software Acquisition guidebook , page 15 , for a d i scuss ion  of

- the Advanced Procurement Plan). This strategy must be considere d in the
allocation of requirements to system segments . The main purpose of segmenting
the system is to define packages which can he offered for competiti ve bidding
by industry . The planning activities i nvolve the total system during all
phases of the System Acquisition Life Cycle. The technical definition arrived
at during these ~ctivitie s should be sufficient to provide the technical base
for prepari ng :

• The PMP

• Inputs to the DCP

• The Sys tem Speci fi cation

2 .2.2.2.2 QA Activities

The three areas of software QA concern during system engineering and program
planning are :

• QA program as defi ned within the PMP.

• The definition of system requirements and the allocation of the
requirements to segments . 

-

• DCP inputs .

The QA Program As Defined Wi thin the PMP. The PMP is develope d by the P0 to
document the plan for managing the system acquisition . Information regarding

• the contents and preparation of a PMP is provided in AFSCP 800-3 , Attachments 3
and 4. Procedures for review of the PMP , and  a model PMP , are presented in
ESOM 74-1 , Section 4-2. Section 4.2.3 of ESDM 74-1 is applicable to any system
and generally applicable to any type of Confi guration Item (C I) .
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The following paragraphs in the Model PMP should be modifi ed to incorporate
software quality reciuirements :

• Section 3 , paragraph a , shou ld  be modi f i ed  as fo l lows : The P0
procurement quality assura nce program wil l  be in accordance
with AFR 74-1 and AFSCR 74-6. PCOs will require in the contract
that contractors establish , imp lemen t , and maintain a quality
program in accordance with MIL-Q-9858A , MIL-C-45662A , and other
quality assurance documents that may be specified. For Computer
Program CIs, the quality program will be conducted in accordance
wi th MIL-S- 52779(AD).

• A new stateme~t shoul d be added to Section 4-1 , as fo l1~ws:
Assurance that the software supplies and services are 4 n confor-
mance with contractual requirements will be determined by the
contractor under the cognizance of the CAO . The technical
evalua tion of the contractor products will be accomp lishe d by
the P0.

In rev i ewin g the PMP to determine the adequacy of p lanning i nformat i on relat i ve
to the contemplated software developments , the PU should ascertain if:

• The system engineer ing requirements are adequate , realistic ,
and compatible with the estimate d softwa re developmental
requi rements .

• The master schedule reflects software development considerations
and is compatible with initial or revised software development
est imates .

• The initial planning reflects considerations for development and
support facilities for software . (See Software Development and
Maintenance Facilities guidebook.)

• The initial planning includes software transfe r and tuinover
requirements .

- - • Provisions have been made to develop a Computer Resources Integrated
Support Plan (CRISP). (See AFR 800-14, Vol . II, page 3-4, para-
graph 3-8.) -

• A Validat ion Phase has been scheduled. If not , provi sions have
been made to accomplish the activities leading up to the genera-
tion of the CPCI Development (Part I) Specification(s).
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The Definiti on of System Requirements and Their Allocation to Segments. When
a prime contractor is to be awarded total system responsibility , segmenting of
the System Specificati on is not required . However , when segmentation is
requi red it should be accomplished prior to entering into the Validation Phase ,
and the segments shoul d be identified within the System Specification /Segment
Specifi cations. To properly review the segmentation of a system , the system
segment concept , as defi ned by the Air Forc e , must be unders tood . This con-
cept is not adequately treated in currently available regulations , specifica-
tions , and standards .

System programs generally require the participation of severa l industrial
companies and Government agencies . An i mportant function of the system seg-
ment concept is to apportion system requ emen ts into packages which will
eventually be assigned to the participatIn g organizations. The segment struc-
ture must be determi ned before the Val idat ion Phase REPs are issued , even
though the structure may later be changed . The system segments contain
allocated requirements from the System Specification along wi th their func-
tional interface definitions. These segments are used by Validation Phase
contractors as parametric limi ts wi thin which CIs in each segment will be
identified and specified. These limi ts are used as boundries of potential
Full-Scale Development contracts expressed in functional terms . The central
idea in the system seqment concept is to define the contractual relationships
between the Government and contractor , not to constrain technical thought.
Each segment will be the responsibility of one and only one contractor or
Government agency .

DCP Inputs. The DCP basically documents the current status of the system,
identifies requirements for follow-on development , and documents a formal
request to proceed with the system. For small programs (something less than
a major system) a Program Memorandum may be substituted for a DCP. (See
AFSCP 800-3 , page 1-2 , paragraph 1-6.)

DCP inputs from the P0 should be reviewed to determine if a Validation Phase
is being proposed. One of the primary objectives of the Validation Phase is
to prepare a Development pecification for each CI. Wi thout a Validation
Phase it is very difficult to allocate enough time and effort to adequately
prepare these specifications . The CPCI Development Specification is the
single most important document contri buting to the development of quality
software . Wi thout a good CPCI Development Specification , the P0 and contrac-
tors are placed in a situati on of inventing or discoveri ng performance require-
ments during the Full-Scale Development Phase. Consequently, r i sk  is greatly
increased and the probability of completion wi thin projected costs and
schedules is greatly decreased .
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2.2.2.3 Document System Requirements and Prepare REP

The concluding Conceptual Phase activities include the fol l owing milestones
(see Figure 2):

• Expand System Analysis & Definition - BLOCK C-9

• Prepare Ini tial System Specification - BLOCK C-lO

• Prepare Test and Eval uation Master Plan (TE MP) - BLOCK C-il

• Authenticate System Spec ification - BLOCK C-i2

• Prepare Validation Phase REP - BLOCK C-l3

2.2.2.3. 1 Suninary of Act iv i t ies

The final activit ies during the Conceptual Phase consist of documenting the
results of the technical and planning activit ies and preparing ~he REP for the
Validation Phase. The initial System Specification is prepared , authenticated ,*and baseline d.**

2 . 2 . 2 . 3 . 2  ~~ç~ivit ies . A quality review should be conducted on the end pro-
ducts of the Conceptual Phase and will include the following:

• System Specification

• Test and Evaluation Master Plan

• Validation Phase REP

• Advanced Procurement Plan

*Authent icate - Approval signature by a responsible person of the procurin g
activi ty . Authentication by the procuring activity normall y will be
accomplished on that issue of the specification which i s to be the contrac-
tiia l requirement for the baseline which that particular specification
defines [MIL-STD-483(USAF) paragraph 3.4.9].
**AFS~~/AFLCtv1 375-7, Chapter~~, paragraph 2.7.
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System Specification. ESOM 74-1 , Task 5, provides genera l information regard-
in g quality review of specifications . Note that this information clearly
i dentifies the difference in responsibilities between the Engineering Division
and the QA organization , i.e., the Engineerin g Division is responsible for the
technical contents of the specification whereas the QA personnel are responsi-
b le for reviewin g i t in terms of insuring clari ty , preventing misinterpretation ,
and avoi di ng ambiguity . The Sys tem Spec i f i ca ti on becomes the contractual bas e-
line for the Vali dation Phase contracts . The purpose of the specification is
to sta te the Government requirements i n a way that w i ll be i ntell igib le to all
potential contractors and to the Governmen t representa ti ves who mus t admin i ster
the contract after it is issued. Hence , the ideal s peci f icat i on i s one that i s
so clear and definite that it is not subject to interpretation duri ng perfor-
mance . The quality review is aimed at approaching the ideal specification by
removing redundant , conflict ing , and unclear s tatements of requirements , t h us
hel ping to avoid future contractual and technica l problems .

S i nce an ini tial System Specification i s almos t alwa ys i ncomp lete an d o bviousl y
not ideal , there is often reluctance to baseline i t at the end of the Conceo-
tual Phase. However , in the interest of good management and for the benefit
of both the P0 and the contractor(s), there mus t be a basel i ned s pecification
to control performance , costs , and sche dules . Changes to the specif i cat ion
are inevitable , but each change should be thoroughly reviewed for impact on
costs and schedules. Wi thout a baselined specification , con trol of perfor-
mance , costs , and schedules becomes very di ffi cult .

The adequacy of the System Specification has a major impact on the system
acquisition because the System Specification is the basis for future planning,
reviews , and milestones . The following specific i tems within the System
Specification should be reviewed for QA considerations :

• The software-related system segments must be reviewed to
determine if the requirements are clearly stated and con-
tam sufficient detail to in itiate the CI definition process.
The functional interface definition mus t clearly esta blish
the boundaries of each segment. If the func tional i nterfaces
are not complete , problems regardiry areas of responsibili ty
are likely to occur during the Validation Phase. The impact
of incom plete interface definitions must be eva l uated on a
case-by-case basis , depending on the particular procurement
s i tuat ion, e.g., associate contractors competing for segments
or prime contractors competing for the total system development.

• The system requirements must be sufficientl y detailed ; they must
be feasible and enforceable. Feasibility and en ;orceabi lity
judgements are P0 system engineering responsibilities wh i ch
should be backed up by documented system eng i neerin g studies .
--Ap pendix 1 , MIL-STD-490, and Appendix III , MIL-STD-483(USAF)
provide guidance on the contents of the System Spec i fication.
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• Any desi gn constraints must be reasonable and necessary . The
design constraints should be absolutely required and not just
desira b le , because they im pose limi tations on the ways the
performance requi rements can be imp lemented , and conse quentl y
may prohibit lower cost implementation methods. Desi gn con-
stra i nts should not conflic t wi th any performance requi rements .
For exam p le , whenever a spec i f i c computer or com puter conf ig
uration is requi red , there must be an engineerin g analysis
which demonstrates that the performance requirements can be met
within the imposed limi tations.

• The system capacities and accuracies must be defined. --System
capacities refer to capacities for the total system , e.g.,
maximum number of intercepts , maximum tracks , max i mum number of
sensors . This information is critical in detailing the requi re-
ments for the appli cation software .
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Test and Evaluation Master Plan (TEMP). The TEMP should be reviewed for soft-
ware test planning consi derations. Based upon current knowledge of software
perfo rmance requirements , and of sys tem implementat ion sche dules , particular
at tention shoul d be given to feasi bility of test plans and compatibility of
test schedules , for exam ple:

$ Software testing cannot take place until the required software ,
facil i t ies , equi pment , and personnel are available.

• Requirements for provision of test inputs and for analysis of
test outputs must be compatible with plans and schedules for
generatin g input data and to su ppor t recordin g, reduction , and
analysis of output data .

Vali dation Phase RFP. The heart of the REP is the statement of work (SOW) which
provides a description of the tasks to be accomplished during the contract
peri od. AFSCP 800-6, Chapter 2 , provides genera l guidance on preparing a SOW .
Paragraph 2-6 provide s an SOW checklist which can be used when reviewing an
SOW . Chapter 6 of AFSCP 800-6 provides specifi c instr u ction regarding prepara-
tion of an SOW for a Validat ion Phase contract. Attention should be gi ven to
the adv ice in paragraph 2-4,g; “Do not overspeci fy. The ideal situation is to
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specify results required or the end i tems to be delivered and let the selected
contractors find the best methods of getting there . In any case, he should
not be told exactly how to do it and then be made responsibl e for the resul ts.
To support the most favorable type of contract , describe clearly and fully
what is required to satisfy the contract” .

Because of problems that have been experienced in software acquisitions there
is a tendency to overspecify , pa rticularly in the area of desi gn constra i nts
and controls. Caution should be exercised when determining the proper level
of deta i l. In certa i n areas , when the Governme nt specifies a level of detail ,
they must accept responsibility down to that level . The Government should not
be placed in the position of accepting responsibility prematurely. The Vali-
dation Phase SOW should call for the contractor to prenare a QA Plan as part
of the Full-Scale Devel opment Phase Proposal Isee MIL-S-52779(AD)].

A Full-Scale D€ velo pment specimen SOW is prepared by the PU and released with
the Validation Phase RFP . This spec i men SOW provides guidance for contractors
to prepare their Full -Scale Development Phase proposals. For further specific
software SOW preparation guidance see the Statement of Work Preparation
guidebook and ESDM 74-1.

Advanced Procurement Plan. The single most i~ portant document in software
acquisition is the UPUI Development (Part I) Specification . This specifica-
ti on i s normall y genera ted by the con tra ctor dur i ng the Val idat i on Phase and
becomes the contract specification for the Full-Scale Development contract.
T he Advance d Procuremen t Plan shoul d be reviewe d to determine if p rov i s ions
have been made to have the Develo pment Spec i f i ca ti on genera ted dur ing the
Val id a ti on Phase . If no Val id a ti on Phase i s p lanned , then prov i s ions shoul d
have been made , in the schedule , to genera te the Develo pment Spec i f i ca ti on
at the early stages of Full-Scale Development. When this specification
is genera ted during Full—Scale Development, the P0 must be sens i t i ve to the
fac t that they have entere d i nto a contract without hav i ng an approve d con-
tract specification (CPCI Development Speci fication). The plan should recog-
nize this and provide for establishing the Development Specification as the
contract baseline and making Full-Scale Development contract adjustments if
necessary.

2.2.3 Common Conceptual Phase QA Problems and Proposed Soluti ons

Many system problems are not realized until the system is being developed.
However , the cause of these problems , in most cases , can be traced to m ade-
quate technical planning during the Conceptua l Phase. Such problems include :

22 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~ — - -~~~ - - - -~~~~ .-~~~~ - ~~~~- —- - — ~~~~~~~~~~~~~~~~ ~~~~



-

• System Specifications are ambiguous and do not clearly define
requirements .

• Definition of system segments and allocation of requirements to
- segments is inadequa te.

• Failure to provide for system/software eng i neerin g studies which
support the feasibility of the performance requirements to be
established durin q the Val id~ution Phase .

• A decision to speed up the development process by bypassing the
Validati on Phase mnd delaying generation of Development (Part I)
Specifications unti l the Full-Scale Development Phase .

• SOWs are ambiguous and not clearly defined .

• Insufficient attention is given to ensuring that initial software
requirements are compatible with development schedules and budgets .

• Deviations from AFR 800 series acquisition pol i cy and procedures
are made wi thout evaluating the impact on contracting and technical
develo pment .

• Insufficient time , effort , and experience is devoted by the P0
or system engineering contractor to developing a sound System
Specification .

• Confusin g and contradictory RSSs that assume the reader has
extensive experience in systems acquisition.

• System and software engineering processes are not adequately
defined wi thin the RSSs .

• Need for more trainin g programs for P0 personnel wi th emphasis on
Air Force acquisition procedures , system engineering , and system
p lanning .

• Severe schedule constraints im posed by externally enforced
schedules .

2.2.3.1 Proposei Solutions

The Conceptual Phase deals with the total system and does not focus upon the
software . Problems created during this phase tend to be system problems .
Therefore , the solutions should be looked at from the system point of view as
follows :
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• Selec tion of PU personnel and system engine ering contractors
shoul d be based on successful experience in related activities
and sys tems .

• Each inexperienced member of a PU should attend an extensive
course on the acquisition and management of systems . Special
sessions should he given on acquisition and management of
embedded software.

• Advice regarding acquisition poli cies and procedures should be
sol icited from knowledgeable personnel in the Acquisition Sup-
port Office or Computer Systems Engineering Office (ESD/DR or
ESD/MCI).

• The Air Force acqu isition process contains a set of unique terms
that communi cate requirements and direction. Avoid introducing
semantic problems which are likely to confuse the reading audience .
“ Inconsistency and ambiguity are genera l problems of the software
industry , so in the context of acquisition it is doubly important
that definitions be precise to avoid (1) techni cal misinterpretation
and (2) contractual difficu lties. *

• Define and plan the system as a total entity and not as a group of
individual elements , e.g., hardware , sof tware , commun ica ti ons .

• Ins ist on a sound system specification as the baseline for the
Val i dation Phase .

2.3 VAL IDATION PHASE

The objective of the Validation Phase is to validate the choice of performance
alternati ves and to provide a sound basis for determin ing whether to preceed
wi th the Full-Scale Development Phase . For computer software , the major pro-
duct of this phase is the contrac tor ’ s p roposal for the Full-Scale Develo pment
Phase. This proposal includes the contractor ’s CPDP and the Development
(Part I) Specifications and test plans for each CPCI . During this phase , the
P0 updates the initial System Specif ication and prepares the CRISP .

Since the introduction of the Validation Phase in the System Acquisition Life
Cycle , many problems and constraints have been introduced into the system
develo pment p rocess , mainly because of the lack of guidance on how to conduct
a Val idation Phase. Most definitions of the Validation Phase emphasize hard -
ware proofing and prototype demonstrat ions which are basically applicable to
hardware . AFSCP 800-6, Chapter 6, states that three groups of tasks may be
included in the Validation Phase , i.e., (1) systems and program ~1efin iti ons ,
(2) hardware proofing, and (3) prototype demonstration .

~~ii~ted from Softw~.re Documen tation Requirements guidebook.
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For software, the emphasis is on system and prograni definiti ons . This set of
tasks refers to the refine- ~nt and definition of the System Specificati on to
a l ower level of performance requirements (Allocated Baseline). These efforts
may also inclu de modeling and coding of performance-sensitive areas and may be
performed by competing contractors . Quality assurance requirements should
be included in the SOW written by the PU. During the Validation Phase , the
contractor develo ps the required program p lans , an d submi ts a proposal for
the Full-Scale Develo pment Phase. As part of the source selection activities
to pick the Validation Phase contractor(s), pre-award surveys should be con-
ducted. The surveys should include an inspecti on of the internal procedures
and controls proposed by the potential contractors for controlling their soft-
ware development acti vities. These internal procedures include such areas as:

• Confi guration Management

• Error reporting

• Qual ity Assurance

• Documentation

• Management reviews and reports

2 .3.1 Va l i datiog Phase Ac tivit ies

Figure 3 depicts the typical sequence of software activities during a Valida-
tion Phase. These activities are primarily system engineering tasks rather
than software desi gn tasks . Software designers are used to support system
engir,eering. Basically the software designers investi gate the design feasib i-
lity of the stated performance requirements .

The success of any program is largely determined by how well the Conceptual
and Val idation Phase activiti es were performed . The outputs of the Val idat ion
Phase provide the technica l requirements and management plans which form the
basis for establishing the contractual agreements for developing and control-
ling the CPCIs during the Full-Scale Development Phase. 

-

The activities of the Validation Phase are grouped into the following three
major packages :

• System segment analysis

• CPCI requirements definition

• Completion of Validation Phase Products
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The technical evaluation of the products is the responsibility of the Eng i neer-
ing Division. The QA organization ’s basic job is to veri fy that everything
assi gned has been accomplished . In the following paragraphs , a summary
descri ption of each package of activities is provided along with a discussion
of the related QA considerations.

2 .3 .1 . 1  System Segment Analysis

The init ial contractor activity du ring the Validati on Phase is the development
of the initial CPCI definiti ons . This activity is terminated by a System
Requ i rements Review (SRR). The associated blocks in the Validation Phase
flow chart (see Figure 3) are :

• Award Validation Phase Contract(s) - BLOCK V-i

• Analyze Information Processing System Segment (s) - BLOCK V-2

• Identify and defi ne CPCI (s) - BLOCK V-3

2.3.1 .1.1 Summary of Activities

System segment analysis is concerned with (1) expanding the detail of system
func ti ons al loca ted to the in forma ti on p rocess i ng -rela ted system se gment ,
(2) detailing associated performance/design requirements , and (3) determining
su itable implementation methods . These activities are another iteration of
the p rocess w hi ch began during the Conce ptual Phase an d wh i ch w i ll con ti nue
through the Ful l -Scale Development Phase. Each iteration derives the additi rinal
level of detail required to proceed to the next step of system design and
develo pment , i.e., develop the 1evel of detail necessary for allocating the
implementation of design requirements among CPCIs , manual operations , or
jo i nt man/mach ine operation . The packa ging of funct i ons into CPCIs has a
major impact on the success of the system development effort. Therefore , it
is essential that the contractor an d the SD mutuall y understand the rat ionale
for defining and selecting CIs. A hardwa re or computer program CI , by defini-
tion , must meet the fo1lowi n~ criteria:

• It is a physical and functional part of a system.

• It represents the contractor ’ s highest level of assembly for
delivery and the P0’s unit of mana gement .

• It is a common reference for engineering task descriptions ,
con tracts , schedules , and budgets .

• Each developmental CI will be specified in a separate Development
(Part I) Specification and a separa te Product (Part II) Specifi-
cation -
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• It represents the l owest level of management control by the P0.

• It is the item to be qualified , del ivered , and accepted .

• It is the i tem to be placed under configuration management
control .

Al though CI definition is pri marily a technical task , it must be tempered by
the needs of other system development requirements . (See Section 2 of the
Configuration Management guidebook.)

2.3.1.1.2 QA Activities

The System Requirements Review (SRR) is the fi rst Validation Phase milestone
which allows the P0 to evaluate the developer ’s progress. The SRR is primarily
a technical review conducted by the Engineering Division . QA personnel parti-
cipate to monitor the accomplishment of the review. The SRR is an in-process
review and its scheduling at this stage in the requirements definition proc ess
is critical . The intent of the SRR is to evaluate the developer ’s progress
and the direction of the initial Validation Phase effort. It is conducted
at the system/segment level .

The technical descri ption of activities conducted during the SRR is discussed
in the fol l owing SAM Guidebooks:

• Verification

• Validati on and Certi fication

• Reviews and Audits

The primary QA concerns are to assure that the fol l owi ng determinations have
been made :

• The requirements stated in the System Specification are the point
of departure for all future system development activiti es . It is
critical that all partici pating organizations interpret these
requirements in a consistent manner so that compatibility during
development can be attained .

• The SOW for the Validation Phase should have identified specific
tradeoff studies to be accomplished by the developer. The P0
should determine to what extent these studies have been accom-
pli shed . They may not necessarily be complete by SRR but must
be complete by SDR.
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• The system segment interfaces define the boundaries of the areas
of development responsibilities . The development organizations
must recognize these interfaces and their relationship to the other
segments and systems. At the SRR a check should be made wi th the
developer to determine if the interfaces are understood and are
being ref lected in the requirements definition activities .

• The contractor should show which requirements in the System
Specif ication or Segment Specification have been allocated to
specifi c CPCIs.

• The initial definition of the CPCIs must be scrutinized very
closely as it has a major impact on the remainder of the Valida-
tion Phase and more importantly on the Full-Scale Development
Phase contracts , technical acti vities , and deliverables .

The instruction found in Section 2 of the Computer Program Configuration
Management gui debook identifies the criteria used for selecting CPCIs. The
areas impacted by CPCI selection , in addition to the technical impact , are
cost , schedule , configuration management , interface control , documentation ,
testing, integration , and contracting. Care should be taken to ensure that
the CPCI selection is evaluated in terms of all areas of impact.

2.3.1.2 CPCI Requirements Definition

CPCI requirements definition consists of (1) detailing the performance require-
ments for each i dentified CPCI , (2) preparing test planning information , (3)
conducti ng man-machine analysis , and (4) initiating Full-Scale Develo pment
Phase planning activities. CPCI requirements definition activities are
terminated by a System Design Review (SDR). The associated blocks in the
Validation Phase flow chart (see Figure 3) are :

• Develop Overall CPCI Requirements - BLOC K V-4.

• Define Users Operating Organization and Al l ocated Personnel
Functions - BLOCK V — 5 .

• Conduct Man-Machine Task Analysis - BLOCK V - 6 .

• Initiate Analysis of Personnel Requirements - BLOCK V-7.

• Initiate Detailed Test Planning - BLOCK V-8.

• Initiate Development Phase Planning & Proposal Activity - BLOCK V-9.

• Define Detailed Display/Control Requirements - BLOCK V-lU.
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• Perfo rm Training Needs/Exercise Requirements Analysis - BLOCK V- i l .

• Perform Evaluation Needs/Exercise Requirements Analysis - BLOCK V-12.

• Expand Information Processing Requirements - BLOCK V-13.

• Expand Data Base Requirements - BLOCK V-l4.

• Define Exercise Capability Requirements - BLOCK V-l5.

• Detail CPCI Performance/Design Requirements - BLOCK V-l6.

• Detail Functional Interfaces - BLOCK V- l7 .

2.3.1.2.1 Summa ry of Activities

Based upon i dentifi cation of major functions to be performed by the CPCIs ,
CPCI requirements definition undertakes a further analysis and breakdown of
the functi ons i nto sub-functions and tasks.

For each CPCI function /subfunLti on , it is necessary to identify the source and
form of input data , ini tial operations performe d , all log ical mani pulations
and computations to be accomplishe d , and the relevant outputsJinterfaces wi th
other funct ions , together with alternative modes of operations , an d rules of
operation . Althou gh this is basically a system engineering task , su pport
is provided by computer program designers who will be developing an initial
des ig n to determ ine i f the performance requi rements are feas ib le .

In detailing personn2l requirements , the i dentified functions to be performed
by operational pers onnel will fall into the fol l owing two broad categories :

• Manual. Manual functions are those which do not imply direct
in teraction wi th the computer , but which are essential to the
operational mission. These functions will include decisions ,
plann ing, coordinatin g, communication , status posting, etc .
Manual functions are also those performed by command and/or
staf f  personnel of the operational organization.

• Man-Machine. Man-Machine functions are those which are di rectly
associated with computer operation , to be performe d by personnel
at , or having access to , consol es , d i sp lays , or other input/output
equip~n t .
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In addition to detailing performance requirements , the test planning activity
is initiated at this time and continues throughout the System Acquisition Life
Cycle . This activity represents a progressive refinement and expansion of the
material init ially contained in the TEMP . The TEMP. prenared by the PU , is
the basic guidance document for the test activity . It contains overall tes t
philosophy , basic concepts and objectives for Subsystem DT&E and System DT&E ,
and rud imentary test plannin g info rmat ion .

For detailed test planning , it is necessary to expand the basic test concepts
and objectives to :

• Incorporate the developer ’ s particular approach to developing
his CPCI(s).

• Integrate the test concepts and objectives into the development
approach.

• Develop preliminary CPCI DT&E planning information.

2.3.1.2.2 QA Activities

QA dur ing CPCI requirements definition is performed in conjunction with the
SOR . The SOR is a system engineering review conducted before the devel ooer
finalizes the Validation Phase products . A detaile d discussion of the SDR
can be found in the Reviews and Audits guidebook. QA i tems to be considered
i nclude:

• When draft CPCI Specifi cations are available at the SDR , the
principal QA function at the SDR is to determine the compatibility
between Sections 3 and 4 of the specifications. For i nformat ion
regarding the contents of Section 4 of a CPCI Development (Part I)
Specif i cat ion , see the Computer Program Develo pment Spec ifi ca ti on
guidebook. Section 4 of the specification should nor iiia lly contain
a Verification cross reference matrix which indicates the method
to be used to testing each performance requirement stated in
Section 3. The matrix should be supported by the text within
Section 4. There is a tendancy to ha ve planning info rmation in
Section 4. This should be avoided and Section 4 should be
restricted to requirements information only.

• Evaluate the definition of the CPCIs using the criteria stated in
Section 2 of the Computer Program Con figuration Management guidebook .
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• Veri fy that traceability exists between the requirements in the
System Specifi cation , system segments , and CPCI requirements .

• Review the CPCI requirements to determine if they are stated
clearly and unambiguously. This wil l avoid contractual and
technical problems during th~ Full-Scale Development Phase.

• Determine the reasons for ‘not applicable ” and “to be determined ”
sections in the specifications . Review the schedule for completing
the “to be determined ” secti ons.

• Evaluate test plannin g i nformation , in particular the CPCI DT&E
Plan to determine:

- If it is compatible wi th the requirements and schedules in
the TEMP .

- If it addresses all requi rements stated in Section 4 of the
associated CPCI Development (Part I) Specification .

2 .3.1 .3 Complete Validation Phase Products

These final tasks in the Val idation Phase are conducted by the contractor(s)
for the purpose of completing his deliverable products . These products
basically constitute his proposal for the Full-Scale Development Phase con-
tract. The associated bl ocks on the Validation Phase flow chart (see Figure 3)
are :

• Expand Analysis of Personnel Resources - BLOCK V-18. -

• Prepare CPDP - BLOCK V-l9.

• Issue CRISP - BLOCK V-20.

• Complete CPCI Development Specifications - BLOCK V-21 .

• Complete recommendations for equipment , facil i t ies*, and
communications - BLOCK V-22.

• Compile Operating Procedures and Task Analysis Data - BLOCK V-23.

• Comp lete inputs to Syste i Specification - Block V-24.

• Complete QQPRI Report - BLOCK V-25.

*See cnftware Development and Maintenance Facilities guidebook.
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- - . Prepare Exercise Capability Implementation Plan (see DI-h-327OA)
- BLOCK V-26 .

~
- • Complete Qualification Test Plans (CPCI Cat I Test Plan) and

Inputs to System DT&E Plan - BLOCK V-27.

• Final ize Development Phase Proposal - BLOC K V-28.

t • Perform Proposal Evaluation - BLOCK V-29.

With the exception of Blocks V-20 and V-29 , all milestones are performe d by
the contractor. Task 6, Source Selection /Technical Evaluation , ESDM-74-l ,
should be used in conjunction with Block V-29, Perform Proposal Evaluation.

2.3.1.3.1 Summary of Activities

The Computer Resources Working Group (CRWG) is responsible for preparing, up-
dating, and issuing the CRISP . The CRISP identifies organizati onal relation-
ships and responsibilities for the management and technical support of compu-
ter resources . Responsibilities for computer resources are normally allocated
to the develo pment command , usin g comriiand , and support command. The detailed
contents of the CRISP are identified in AFR 800-14, Volume II, paragraph 3-8.

The contractor ’s ch ief activity at this time is the preparation of his final
report. Typically it will contain the follow i~’g types of information :

1.0 Introduction and Brief Summa ry

2.0 Technical Report

2 .1 Tra de Study Conclus i ons

2.1.1 Man-Machine Functional Allocations

2.1.2 Developnent of Mathematical Equations

2.1.3 Al ternate Information Processing Flows

2.1.4 Display Design

2.1 .5 Manual Input Al ternatives

2.1.6 Timing and Storage Requirements

p 
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2.2 System Engineering Documentation

2 .2 .1  Functional Allocation

a . Computer Prog ram Functions

b . Operator Functions

2 .2 .2 Operator Task Anal ys i s

2.2.3 Built-in Simulation and Test Capabilities

2.2 .4 Data Reduction Ca pabi lit ies

2.2.5 Required Computer Program Development Tools

2.2.6 Personnel Requirements Information for Operational ,
Computer Program Support , and (when applicable)
Simulation /System Exercising Personnel ,

2.2.7 Recommended Design Requirements for Equi pment ,
Communications , and Facilities

2.3 System Specifi cation Expansion

2.3.1 Definition and List of CPCIs

2.3.2 Functional Allocati ons

2.4 CPCI Development Specification(s) [MIL-STD-483(USAF), Appendix VI]

2.4.1 Operational Requirements

2 .4 .2 Support Requirements

2.4.3 Utility Requirements

2.5 CDRL for Full-Scale Development Phase

3.0 Contractor ’s Development Phase Program Mana gement Plans

3.1 Typical planning areas to be covered (some of which are
covered in the CPDP) inc l ude the following:

3.1.1 Organization and Personnel Management
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3.1.2 Technical Management -

3.1.3 Detailed Integration During the Development Phase

3.1.4 Development

3.1.5 Test

3.1.6 Installation and Checkout

3.1 .7 Financial

3.1.8 Procurement

3.1.9 Personnel and Training

3.2 Additional planning activities , wh i ch may be include d , are :
human factors , Government-Furnished Property (GFP), PERT/cost ,
test—s ite responsibilities , configuration mana gement ,
exercise capability , installation , and orientati on.

2.3.1.3.2 QA Activi ties

QA activities at this stage of the Validati on Phase are performed while evaluat-
ing the contractor ’s Vali dation Phase products wh i ch leads to selection of the
Full-Scale Development Phase contractor.

The P0’s technical evalua tion should normally emphasize the proposed CPCI
Development (Part I) Specification and the updated System Specification to-
gether wi th the associated system engineering documentation delivered at the
end of the Validation -Phase . The objective of the PU’ s evaluation i s to
determine if Validation Phase obligations have been met (by analyzing the
techn ical adequacy and completeness of Validat ion Phase products). Most
importantly, the P0 should determine if:

• All risk i tems for Full-Scale Development have been identified.

• The risks have been minimized by the contractor ’ s performance of
such tasks as detailed design feasibility studies , simulations ,
and development of key risk software .

• The system engi neering organization is confident that the CPCI
Development (Part I) Specifications are complete and adequate for
proced i ng into Full-Scale Development . Often technical rev iew of
the Development Specificati on and its supporting Validation Phase
stud ies s hould be perfo rmed by a System En gi neer i ng/Techn ical
Direction (SE/TD) contractor. (See Section 3 of Appendix A
of this guidebook. )
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To ensur e tha t the Full-Sc a le Develo pment Phase has a soun d ba se , the foll ow-
ing basic questions must be answered during the P0’s evaluat i on of the Val i da-
tion Phase products :

• Is it clear what the CPCI (s) must do (PERFORMANCE REQUIREMENTS)?

• How do the CPC I(s)  relate to the system (INTERFACE REQUI REMENTS)?

• Does the contractor display the knowledge to perfo rm the
develo tm ent activities?

• Wi l l  the proposed contrac t enable the contractor to perform
sat is fac tor i l y  and wi l l  adequate v isibi l i ty be provided for
the P0?

• Are the schedules reasonable and compatible?

Val ida t ion  Phase products to b~ reviewed and evaluated are as fol lows :

CPC I DEV ELOPr-I ENT SPECIFICATIONS

• Are the requirements stated in performance terms with
a minimum of des ig n constrain ts?

• Are the stated design constraints necessary and acce ptab le to
the PU?

• Does Section 4 , “Quality Assurance Requirements ” , take  i n t o
account all requirements identif ied in Section 3 , “Require-
ments ”?

• Are all requireme nts stated in Section 3 able to be examined
or tes ted ?

• Are there any confl ict ing requirements?

~ Are the sta ted requirements feasible and have the high risk
areas been elimina ted ?

• Are the CPCI requirements compatible and traceable to thr
allocate d system /se gmen t requir ements?

• Are the Section 5, “ Preparation for Delivery ” , requirements
specif ied? *

• Are all TBDs (to be defined) jus~ i~ iod?

~MH ~~ TD- 1i~~3 ( U S A F ) ,  Ap~endix VI , ~ta~~-~ that Secti n 5 of the CPCI H~~v r 1 o p i i i e n t
Spec i t i ca ion is norma 11 y not appl icable.  H~w~- - -er , i f t ~ ri ui rni vnts C nr

del ivery are t~ be contractu a l ly  binding tcey must be refl~- L~ rr~ in the OPEl
Development Speci f i  i on.
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UPDATED SYSTEM SPECIF ICATION *

• Have the functional interfaces been detailed?

• Is there a firm list of contractor-proposed CPCIs?

• Is there traceabil i ty between system/segment requi rements and
the CPC Is?

• Are there any required clari f icat ions to the basic requirements
wi thin the Sys tem Specif ication?

• Are there any proposed changes to the basic system requirements?

TEST PLANNING DATA**

• Are the test - planning data compatible with Section 4 of the
Development Specif icat ion?

• Are the test schedules compatible wi th the overal l  test program
as ref lected in the TEMP?

• Are the Preli~ninary Qual i f icat ion Tests (~‘T)T s ) adequate or are
there  too many?

• Does the P0 have the capabi l i ty to manage the proposed test
program?

• Are all tests identi f ied at performance-requi rements level rather
than design?

• Can System D1&E CPCI-re lated requirements be accomplished during
Subsystem DT&E?

*At this time changes to the System Speci f icat ion are normal ly confined to the
detailing of the sys tem segments .

**The test p lanning data supplied by the contractor include a Qual i f icat ion
Test Plan (D I-T-37O3) for each CPCI and inputs to the System DT&E Plan.
For further information on test planning data see the Veri f icat ion and
Val idat ion & Cert i f icat ion guidebooks .

38 

_ _ _ _ _ _ _ _ _ _



r ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

--

~~~~~

- - .-—

~~~~~

- --

~~~~~~~~~~~~ 

_ _ _ _ _ _ _ _ _

PROPOSED CONTRACTOR DATA REQUIREMENTS LIST*

• Does the CDRL call for the minimum data necessary?

• Has the contractor provided back-up sheets to the CDRL?

• Does the P0 agree wi th the tailoring of the DIDs ?

• Is the data packaged consistently with the CPCI definitions?

• Are the data del i very schedules consis tent wi th the CPCI/system
development schedules?

CONTRACTOR ’S MANAGEMENT CONTROLS

• Confi gurati on Management Procedures

- Are they compatible wi th contractual requirements?

- Are the internal controls adequate for processing and con-
trolling changes?

- Is the software engineerin g release system effective?

- Are the specification and documentation maintenance procedures
adequate ?

- Is the problem/error reporting sys tem , prior to product
baseline , adequate?

• Computer Program Development Plan

- Does the contractor have a sound approach to the development
of the CPCI ?

- Does the devel opment plan provide for proper sequencing of the
Air Force monitoring and control miles tones , particularly PDR ,
CDR , PQT , FQT , and PCA?

- Are the tasks in the CPDP reflected in the WBS so that costs
can be properly ident i fied , collec ted and evaluate d ?

*For further information regarding the CDRL and documentation selection see
t-ie Software Documentation Requirements guidebook.
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• Contractor ’s QA program

- No DID exists for the procurement of a contractor ’s QA program.
The Software Documentation Requirements guidebook provides
instructions for modifying the CPCP DID to meet this need.

• Cost Control
- Is the level of cost reporting adequate for cos t control an d

reporting of the software development effort?

2.3.2 Common Val i dation Phase QA Problems and Proposed Solutions

Many of the computer program problems experienced during the Full-Scale Devel-
opment Phase are created as a result of inadequate Validation Phase decisions
and tasks . Some of these problems include :

• CPCIs are defined in relatively small design packages in hones of
ach ieving visibility and control over development. In actuality
what happens i s:

- The PU accepts more respon sibility .

- Data costs are i ncrease d.

- Interface control problems increase (increasing the number of
CIs and their interfaces).

- More complex confi guration management requirements are
generated (more baselines).

- Mo re PORs and CDRs result .

- Qualifi cation testing is done in smaller des ig n packa ges .

- Greater system integration problems occur after CPCI qualifi-
cation .

• Unnecessary desi gn information is included in the CPCI Develop-
ment (Part I) Specification . When the Government approves and
baselines a specification and the specif ication contains both
performance requirements and design requirements , the con tractor
satisf ies the l owest level of apr~roved requirements . If there
is a confl ict between a performance statement and a desi gn con-
sti’aint the contractor need only satisfy the design constraint .
When a requirement is stated in a specification and the Govern-
ment a pp roves the s pecifi cat i on , the Governmen t is acce p t i ng
responsibility for the specification . The contractor ’ s responsi —
bi lity is to satisfy the specification .
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• The inability of contractors to write good CPCI Development Speci-
fications and the i na bi li ty of PU personnel to evaluate the
adequacy of CPC I Develo pment Spec i fica t ions . Th i s , by far , is the
greatest single problem in the development/acqu is ition of CPCIs .
Many con tractors wil l  take advantage of this s i tuation by us i ng
ECPs to further defi ne the perf ormanc e requi rements , at the same
time increasing costs .

• The CPDP inadequately descri bes the proposed development process.

2.3.2.1 Proposed Solutions

The resul ts of the Validation Phase should provide a sound and realistic base
for establishing the Fu~’ 

ccale Dr ve lopment Phase contract. Seri ous mi stakes
made at this time make it almost impossible to have a successful development.
When carefully appli el , the folL- .iin g guidelines will minimize the problems
enco untered in the Full -Scale Development Phase :

• The most important document t~ insure quality in software develop-
men t is th e CPC I Develo pmen t (Part I) Speci f icat ion.  T ile f levelop-
ment Speci f icat ion stat ~~ the performance requi rements fo ’  the
CPCI , i .e . ,  w hat  the CPCI will do. This specification presents
“desi gn to” requirements and , for application CPCIs , will be sta t-
in mission operational terms , not  in data processing te rms . Dur ing
the Fu l l—Sca le  Development Phase the Air Force is c u n t r u c t i n g  fo r
CPCIs that will satisfy these performance statements . Sophisticate c
desi gn approaches may be used , but if it is not clear what the CPC I
is expected to do , the design w i l l  not provide the solut ion.

• Whenever possib le , insist  on a Va l ida t ion  Phase.

• Al low the contractor to define the CPCIs and h i ve  the PU approve
tr ;e CPCI select ion.

• ‘\ CPC I should be considered the largest integrated design pack a~I-
del ivered , using the rationale for selection outlined in Section 2
of the Configuration Management guidebook. Examine all impact
areas (e .g . ,  including cost , d at a , confiq L: a t ion manaue ment , and
test ) prior to approving the CPCI def in i t ion .

• Remove unnecessary design constraints from the Development
Spec i f ic a t ion prior to approval .

• Baseline the CPCI De~~ 1 opment Spec i f icat ion at contract award ,
thus provi ding an ap~-r uv~ d point cF depar tu r l - for control l ing
changes during Full -Scale Deve lonm ent Phase a c t i v i t i e s .
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• The P0 shoul d require detailed descriptions of the contractor ’ s
proposed development approach in the CPDP . Info rmation should
be included about programming standards , mana gement an d control
practices , an d reporting procedures. The CPDP should correlate
fully wi th the contrac tor ’ s p ropose d W BS , costs , and sche dules .
If no t, there i s little li kelihoo d tha t the CPDP w i ll be
followed.

• Com petent detailed technical review and evaluation must be
applied to all Validation Phase products . If the PU has in-
sufficient qualified review personnel , an SE/TD con t ractor s houl d
be used. (See Section 3 of Appendix A of this guidebook.)

2.4 FULL-SCALE DEVELOPMENT PHASE

The basic software object ives of the Ful l -Scale Development Phase are (1 ) to
design and develop the CPCI(s) that satisfies the associated CPCI Development

• Specification(s), (2) to generate the related support documentation , and (3) to
integrate the CPCI(s) with the other CIs in the system . The primary products
of the  so ftwa re ac ti v it ies i n the Full-Scale Develo pmen t Phase i nclu de :

• Qualif i ed and accepted CPC I (s ) .

• Updated Development (Part I) Specif ications .

• Approved and L~asel ined Product (Part II) Specifications .

• A support data package for each CPCI , including instructions for
operating and using the CPCI.

• Confi gurat ”n management records which provide CPCI/ECP config-
uration status information.

2.4.1 Full-Scale Development Phase Activities

Fi gure 4 provides a f low chart depicting the typical sequence of CPC I events
during a Full -Scale Development Phase. These act ivi t ies can be grouped into
four packages as follows :

• CPCI desi gn

• Detail desion

• Code and checkout

• CPCI qua l i f i ca t ion  and acceptance
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A summary of each package of act i vit ies follows :

2.4.1.1 CPCI Design

The intent of this group of activities is to develop a design for each CPCI and
review the adequacy of that design. The associated blocks in the Full -Scale
Develo pment Phase fl ow chart (see Figure 4) are :

• Awa rd Development Contract - BLOCK D-l

• Update CPCI Development Specification - BLOCK 0-2

• Accom plish Preliminary CPCI Design - BLOCK D-3

• Refine Operator Procedures - BLOCK 0-4

• Conduct POPS - BLOCK D-5

2.4.1.1.1 Summary of Activities

The purpose of this set of activities is to (1) develop the overall CPCI design
based on the requ i rements of the approved CPCI Development (Part I) Specifica-

• tion and (2) to prepare for the Preliminar y Design Review (P O R). At the out-
set of CPCI design , the Develo pment Phase contracts are awa rded and the con-
tractor ’s proposed software QA program is evaluated and approved. The CPCI
Development (Part I) Specifi cation (s) are then updated to reflect the inter-
faces with the selected equipment/C Is. The PDR is an engineering design
review conduc ted on the CPCI prior to committing it to the detail design pro-
cess . For further informat i on regard ing PDRs , see the Rev i ews and Aud i ts
gui debook. Additionally, during CPC I desi gn, ope rator p roce dures are ref i ned
in preparation for operator/user manual development.

2.4. 1. 1.2 QA Ac t iv i t ie s

QA activit ies for CPC I des ig n are performed i n conjunct i on wi th the sys tem
engineering review at PDR and are intended to ensure that:

• The CPCI Develo pment Specifications are updated and basel i ned .

• All Development Specif ication performance requ i rements are
• allocated within the CPCI design.

• The status of approved ECPs and their impact upon design are
known .
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• The Subsystem DT&E Test Plan is compatible wi th Section 4 of the
CPCI Develo pment Specif ication .

• The overall CPCI design is reviewed including :

- A descripti on o~ overall informa ti on fl ow
- The structure of the CPCI data base

- A des cripti on of the CPCI control structure
— The identi f icat ion of CPCs

- An estimate of storage al locat ions and identi f icat ion of
crit ical timing areas

• All the utility and support software requirements are defined
and scheduled .

• The contractor ’ s plans for controlling changes to the desi gn are
e s t a b l i s h e d , understood , and fol lowed. (See Task 8 , Eng i n e e r i n g
Ins pec ti ons an d Rev i ew s , ESDM 74-1.)

• 2 . 4 .1 .2  Detail Design

D e t a i l  desi gn refers to the act iv i t ies occurring between the PDR and the Crit i-
cal Des i gn Review (CDR). The associated blo cks in the Development Phase flow
c har t are :

• Ini tiate Collection and Compila tion of Data Base - BLOCK 0-6

• Expand CPCI Qual i f icat ion Test Plan - BLOCK D-7

• Accom plish CPC Log ic al Design - BLOCK D-8

• Conduct CDR - BLOCK D- 9

2.4. 1  .2.1 Suminajy o f  Activities
I The purpose of detail desi gn is to expand the content of the CPC I design . as

presented at PDR and to produce documen tation describing the detai led log i c
to be used in developing code for individual CPCs .

(-I
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The collec tion and compi lation of the data base is also initiated at this time .
This activity consists of the collection and subsequent compilation of compu-
ter program data elements obtained from sources other than the contractor
responsible for computer program development. Data elements to be collected
include those which describe the natural environment of the system , charac-
teri stics of weapons to be empl oyec in the system , an d other similar data.

2.4.1.2.2 QA Considerations

QA considera tions for detail design are performed in conjunction with the CDR .
The COR is a formal technica l review concerned with establishing the integri ty
of the CPCI des i gn prior to codin g an d testing and is thus an engineerin g
management responsibility. The CDR may be scheduled in increments for a
complex CPCI w h i c h  is scheduled to reach any given stage of the design !
devel opment/test process in increments of CPCs . Detailed discussions of CDR
activities are conta i ned ,in the Reviews and Audits guidebook . Verification
of CPCI design is disc i~iss

’ed in the Veri fication guidebook.

Task 8, Engineering Inspections and Reviews , ESDM 74-1 describes the CDR in
terms of a hardwa re CDR . There are some basic dif ferences between CPCI an d
e q u i p m e n t  CI CDRs that should be realized by the SD. The hardware CDR is used

• to support a production decision . The equi pment prototype should have been
developed and qual i fied. The CDR associated with CPCIs occurs during develop-
ment , not at the end , and is basically used as a point for determinin g if the
programmers have worked out the design prior to coding.

From a QA standpoint the SD should review :

• Traceability of detailed design to the PDR data and the CPC I
Development Specification .

• Approved ECP implementation status and its impact upon design
and coding .

2 . 4 . 1 . 3  Code and Checkout

Code and checkout refers to the contractor activities of coding computer pro-
grams and conducti ng internal testing [Computer Program Test and Evaluation
(CPT&E)] to shake-down the design. The associated blocks in the Deve l opment
Phase flow chart (see Figure 4) are :

• Ir.itiate Codin g of CPCs - BLOCK D-lO

• Ini tiate CPT&E - BLOCK 0-li
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• Initiate Preliminary Qualification Test (PQT ) Procedures - BLOCK 0-12

• Initiate PQTs - BLOCK 0-13

• Assemble CPCI (s) - BLOCK 0— 14

• Prepare PQT Reports - BLOCK 0-15

2.4.1.3.1 Summa ry of Activit ies

The CPC logical design , presented at CDR , is now coded. As soon as coding for
the fi rst logically discrete computer program module is complete , the contrac-
tor will initiate CPT&E. The objecti ve of CPT&E is to veri fy the integri ty
of the code wi th respect to its design. A second objective is to determine
the abilit y of the various CPCs , when assembled , to communicate with each
other , to opera te as a uni t, and to correctl y process inputs and p roduce
the required outputs . CPT&E is a subset of DT&E. It is the CPCI informal
testing performed by the contractor , at his discretion , to su pport his desi gn
and develo pment effort. It is of no real benefit to the PU to witness CPT&E.
However , the P0 should assure that CPT&E has been perFormed in accordance with
the CPDP . Contractor development activities , such as code walk throughs ,
parameter tests , use of control led test versions , and maintenance of develo p-
ment and test records , may be monitored or reviewed depending upon conditions
of the contract . In addi tion , the PU monitors the contractor at this time
through PQTs identified and scheduled in the development contract. PQT5
initiate the formal test phase of DT&E; formal in the sense of Air Force
partici pation. The objective of the PQTs is to provide the PU wi th visibility
during this period. A PQT is a performance-level test of the CPCI or of a
functionally related group of CPCs . For example , PQT is conducted on a func-
tion or group of functions prior to Formal Qualifi cation Test (FQT), for
instance , on the Weapons Guidance Function. These tests are conducted against
the CPCI Development Specification requirements and are used to instill con-
fidence that the CPCI will satisfy its performance requirements at the time of
formal qualification .

2.4.1.3.2 QA Considerations

The concept of PQTs can be a very effective moni toring tool if implemented
properly; if not , it can increase costs and decrease the SD’ s confidence in
the development process. The number of PQTs conducted should be based on:

• Complexi ty of the CPCI

• PU man power capabilities and availability

• Level of confidence in the contractor
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The contrac tor ’s test documentation should be reviewed for:

• Ability of portions of the CPCI to achieve their performance
objectives.

• Adequacy of the test methods and procedures to produce results
required by the individual PQTs.

• Con formi ty of test results with performance requirements
(Develo pment Specification).

• Compliance wi th prescri bed test procedure s

• Assurance that all corrective acti on has been taken by the
contra ctor.

2. 4 .1.4 CPCI Qualification and Acceptance

The purpose of CPCI qualification and acceptance (see Task 14 , Acce ptance ,
ESDM 74-1) i s to demonstrat e th a t the CPCI per forms i n accor dance w i th it s
CPC I Development (Part I) Speci f icat ion and tha t all contractual requi rements
have been satisfied prior to acceptance of the CPCI and its related documents
by the Air Force. The associated blocks in the Full -Scale Development Phase
flow chart (see Fi gure 4) are :

• Prepa re FQT Procedures - BLOCK 0-16 —

• Accomplish CPCI Adaptation , Ins ta l lat i on , and Check_Out*
- BLCCK 0-17

, Complete CPCI Product (Part II) Speci fication(s) - BLOCK D-l8

• Conduct FQTs - BLOCK D-19

• Prepare CPCI Qualification Final Report - BLOCK 0—20

• Issue Handbooks and Manuals - BLOCK D-21

• Conduct Functional Confi guration Audi t (FCA) - BLOCK 0-22

r • Conduct Physical Configuration Audit (PCA) - BLOCK 0-23

* 3 ~~tion~~~~~ s to the parameters used to tailor the CPCI to the uniqu n
requirements of a particular location. Installation and check -out refers
tu the activiti es associated wi th the installation and testin g of the CPCI
at a par t icu lar  s i te .
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2.4 .1 .4 .1  Sunuuary of A c t i v i t i e s

Prior to the PU accept ing  the cont rac tor—developed CPC I and related data items ,

the contractor must f i rs t :

• Demonstrate that the CPCI performs in accordance w i th  the
approved CPCI Development Speci f icat ion.

• Prove that the technical documentation is accurate and
co mpatible wi th the qual i f ied CPCI.

• Ver i f y  the acc uracy of the conf i gurat ion management records.

PQTs are normally conducted at the contractor ’ s development fac i l i ty . However ,
FQTs are normall y best conducted at the System DT&E s i te (Category II test
s i te ) .  The contractor w i l l  adapt his CPC I to the site environment and instal l
and check it out prior to in i t iat ing FQT.

FQT is a comprehensive performance test of the integrated CPCI to verify com-
pliance with requirements of the CPCI Development (Part 1) Specification.
Once the CPCI has been qualified the CPCI Product (Part II ) Specificatio n is
completed and support documentation updated to ref lect the contents of the
qual ified CPCI.

2 .4 .1 .4 .2 QA Ac t i v i t i es

QA activities for CPCI qualification and acceptance are performed in conjunc-
tion with FCA and PCA. The objective of FCA is to audit the results of the
qual i f icat ion tests to determine if the CPC I performance requirements have
been met. In performing hi• s QA responsibi l i t ies for FCA and PCA , t he  SD
should determine if:

• The test reports are correct and va l id .  -.

• Al l  known fai lures and nonconfo rmances are reported , analyzed ,
and corrective action taken.

• Al l  phases of CPCI test ing have been completed.

• Test results conform wi th  CPCI Development Speci f icaton
requirements.

• Tect procedures were properly checked before each test.

• Any deviations were requested and approved .
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• The CPCI Product Specification is up-to-date and reflects all
approved ECPs to the Development Specification.

• Configuration management records are accurate and up-to-date .

• All CDRL requirements have been satisfied.

• There is a list delineating all outstanding deviations against
the CI , ei ther requested or approved.

• The user/operator manuals and positional handbooks have been
verifie d.

• All the delivered products are properly identified.

• The source code complies with standards .

2.4.2 Cormion Full-Scale Development Phase QA Problems and Proposed Solutions

Some of the commo n problems experienced on CPC I development contracts are :

• Establishment Of The Al located Baseline Delayed Until PDR.
Requires the contractor to provide a CPCI design approach
based on a set of unapproved requirements . The requirements
are often changed during approval which in turn may cause a
major rede s ig n and a sli p in sche dule .

• Too Many PQTs. The packages identified for PQTs are often small
and many . Having scheduled many PQTs , the CDRL normally ca l l s
for the associated formal documentation , i .e.,  test procedures
and reports , thus increasing data costs .  The intent of the PQTs
is to a l low the SD to monitor the performance of the CPCI and
build confidence in it as it is being developed. One PQT every
few m o n t h s  may be sufficient.

• Wrong Types of L is t ings and Inadequate Level of Deta i l in Product
Specif icat ion Flow Charts. Within the CPCI Product Speci f icat ions
two areas in particular may cause probl ems at the time of delivery :
( 1)  level of detail wi th in the fl ow charts and (2) types of l is t -
ings delivered. These two areas have created a considerable amount
of unnecessar y cos t and misunderstanding between the P0 and contrac
tors. For example , the PU expects one level of flow charts and
the contractor has planned and costed a different level .
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• PU Attempts to Control Contractors. PUs attempt to get control
over contractors by p lan i ng interim basel i nes between the
Allocated Basel ine and product acceptance . This practice can
create contractual problems and may le gally rel ieve the contra c-
tor of h is responsibility for meeting the Development Specifica-
tion. This problem can be caused by gi vi ng design approvals at
PDR or CDR . In some cases i t has been cause d by not se quenc i ng
the desi gn rev i ews and audi ts properly. Des ig n rev i ews are
i ntended to mon i tor the con trac tor ’ s techn ica l pro gress. The
minutes are the only i tem approved. This approval means that
the minutes accuratel y reflect what happened at the review .
(See Reviews and Audits guidebook and Monitoring and Reporting
Software Develo pment Sta tus guideboo k for deta i led di scussions
of th is subject.)

• ECPs Impacting Costs and Schedules. Some contractors bid low
and increase cost through changes . ECPs should not be evalu ated
strictly on technical merits. The PU must place heavy emphasis
on the cost and sche dule i mpac ts of each chan ge . The PU shoul d
always ask the question , “What does it cost if the change is not
made? ”

Many problems experienced during Full-Scale Development can normally be traced
to the follow i ng sources :

• Inadequate Development Specification.

• The use of generalities when spec i fying del i verabl es on contract.

• Not select ively applying the requirements of the military RSSs
to the needs of the p rogram/contrac t .

• Lack of fully un derstanding the contr~ctor ’ s/PO ’s ri ghts and
responsibilities on the Development Phase con-tract.

• Incompatibility of hardwar€. and software development schedules.

• Insufficient atten tion to the software development approach.
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• Contractor is Require d to Conduct Development Effort at a Location
Remote from Home Office. The contractor often has di f f iculty
relocating key personnel .

2.4.2.1 Proposed Solutions

Apply ing the following guidelines will assist the  SD in minimizing Full -Scale
Development Phase problems :

• Always establ ish the Al located Baseline prior to PDR .

• Check with the contractor to ensure that CPT&E has been
accomplished according to the CPDP .

• Do not schedule too many PQTs.

• If there is any diff iculty regarding the cost of data and all
the documentation normally associated with PQTs , schedule the
tests and do not call for all the forma l documentation on the
CDRL .

• Always insist  that a CPCI Product Speci f icat ion data iteril
description has a back-up sheet. The back-up sheet should
be approved during Full—Scale Development Phase contract
negotiat ions and should clearly define (1) level of detail
of the flow charts and (2) types of listinqs to be delivered .

• To solve the problem of increased costs throug h ECPs , don ’t
authenticate CPCI Development Specif icat ions that do not p~-c ise ly  state requirements. General i t ies and ambiguit ies wi th in
speci f icat ions encourage interpretation probl ems that require
changes and c la r i f i ca t ions .  When reviewing proposals , bewa re
of an underestimated effort .

• If possible , allow the contractor to propose the location of
his Full -Sc ale Development Ph~se personnel . As remote computing
capabilities become widespread it is no longer necessary ti
locate development programmers at the site of the development
computer.
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S E C T I O N  3 - CONTRACTOR SOFTWARE Q U A L I T Y  ASSURANCE PROGRAMS

3. 1 INTRODUCTION

This section is designed to assist  the SD in evaluat ing a contractor ’ s proposal
and monitoring the status of a contractor ’ s software QA program.

The basic mil itary speci f icat ion concerning contractor software QA programs is
MIL _ S_ 5 2779(AD) * . This speci f icat ion takes the hardware -oriented requ irements
of MIL-Q-9858A and adapts them to softwa re with the overall objective of pro-
viding a softwa re acquisition management tool that can be selectively applied
to software development programs by the PU. QA requirements , therefore , mus t
be ta i lore d to the nee ds of each program. The intent of this sect ion is to
identify a seri~’s of quest 4 ons which should be aske c~ by the SD when evaluat ing
the contrac tor ’s softwa re Q?’ program.

3.2 SOFTWARE QUALITY_AS SURANCE RESPON SIBILITIE S
-
- I The QA responsibilities of all organizations participating in the softwa re

acquis i t ion process must be c lear ly understood. The PU must f irst es tab l i sh
the requirements for the QA program and specify the requirements in the
contract. Then the PU must determine if the contractual requirements have
been met prior to acceptance. The contractor , therefore , is responsible
for impl ementing QA procedures which will assure that the requirements of
the contract are satisfied.

3.3 PRE-CONTRACT AWARD

The success or failure of the Full-Scale Development Phase contract is
usually determined by the qual i ty of results obtained from the previous
phases and by how well the results have been reflected as requirements
within the Full-Scale Development contract. The key i tems of concern in the
basic Full-Scale Development contract are :

• The Statement of Work.

• The CPCI Development (Part I) Specification(s).

• Selection and tailoring of appropriate speci tications
and standards.

• Selection and tailoring of the Data Item Descript ions
(DIDs ) listed in the CDRL .

• The compat ib i l i ty  of C PCI ( s ) development w i th  the
total system deve lopment , as refl ected in the contract

L 

~l dlI l . Such plans include the CPDP and the CPC I
Qua l i f i ca t i on  Test  Plan ~Cate 9o ry I Test Plan!
Procedures (~ o mpute r  Procjram )j.

k M I L_ S_ 5~ 779(AD ) I I I~~~~ be in conflic t with AFR 74-18 whi c h cont r l ls (hardware )
QA dun ng acquisition. This IIU ~ debook is wr i t ten in ~c I~r t ~~n ( 1  W~ th
MI L-S -52 77~) (A U ) .  55

• ----a - — -- - . . -



Fj

Attention should be focused on the guidebooks whi ch provide information on
the Full-Scale Development Phase contract and its related documents . These
guidebooks include:

• Contracting for Software Acquisition

• Statement of Work Preparation

• Requirements Specification

• Software Documentation Requirements

3.4 IMPLEMENTI r4G THE CONTRACTOR ’S QA PROGRAM
The contrac tor ’s QA program consists of a combination of internal management
practices , procedures , and con trols wh i ch are the techn iq ues he uses to
direct and control development efforts. Performance requ i remen ts and des i gn
constraints , such as growth potential to facilitate modification and
expansion , use of structured programming techniques , build approaches to
integration and test , ar e not par t of the con tractor ’s QA program and should
not be confused as such (software QA vs quality softwa re).

In evaluating the contractor ’ s QA program against the contractual require-
ments of MIL-S-5277g (AD), the following basic questions should be asked by
the SD:

• Does the contractor have a software QA program which
assures compliance with the requirements of the
contract?

• Is the program documented and is such documentation
availabl e to the Government?

Further com p rehens i ve guidance on th i s subject can be foun d i n SAMSO Pamphl et
74-2.

In add it ion , alt hough there is no standard DID for acquiring a software QA
program , the Sof tware Documenta t i on Requirements g u i d e b o o k  p rov ides  i n s t r u c-
tions for modify ing the CPDP DID to include a softwa re QA plan.

The remainder of this subsection provides a series of checklists that the SD
can use in evaluating the contractor ’ s softwa re QA program in the following
areas:

• QA organization and authority

• Work tasking and authorizat ion procedures

• Configurat ion management

• Testing
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• Corrective action procedures

• Library controls

• Computer program design

• Software documen tation

• Reviews and audits

• Tools , techn iq ues , and methodologies
• Subcon tractor control

3.4.1 QA Organization and Autho~~~y~
The implementation of an ef fect ive software QA program requires contr ibutions
from all contractor organizations associated with the project. Contractors
are expected to establish a QA organization which is responsible for oversee i ng
the implementation of the QA program . In reviewing this element of the overall
QA program the SD mus t determine the following :

• Has the contractor identified the organizational el ements
res pons ib le for so ftwa re QA ?

• Do the personnel performing the softwa re quality functions
have sufficient authority , responsibility , and free dom
of act ion to evalua te sof twa re des ign an d develo pmen t
activities , and to initiate and/or recommend changes?

• Is the staff ing adequate and are the personnel qual i f ied
to perform the QA role?

3.4.2 Work Tasking and Authorization Procedures

The contractor ’s QA p roce dure s for i ssu i ng work tas ki ng ins truc ti ons s houl d
provide for definition and authorization of tasks , tracking and reporting
task progress , resource alloca tion , an d ste ps fo r clos i ng out com p le ted
tasks. The follow ing questions should be answered during the eva luation of
these p roce dures :

• At what level within the organization are the tasks authorized?

• Is the level of authorization suff icient to provide management
control?

• Are there provisions for monitoring and tracking the
progress of tasks?

• Can the task progress be related to the approved project
schedul es?

• Is the relationship between tasks and WBS elements visible?

• Do the tasking procedure s call for a detai led description
of the tasks related to the SUW?
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• Is the responsible manager for each task identified?

• How is the allocation of resources accomplished ?

• What proced’jre~ are followed regarding the close-out of
comp le ted tasks?

3.4.3 Configuration Management

In evalua ti ng the con trac tor ’ s p ropose d QA p ro g ram , the SD should determine
answers to the fol low i ng ques ti ons :

• Does the contractor ’ s configuration management plan satisfy
the requirements of MIL-STD-483 , Appendix I?

• Does the configuration management plan provide adequate
internal control s to ensure that no unauthorized changes
occur to baseline s peci ficat i ons , sunporting documentation
(e.g., test plans , user manuals), or the CPCI?

• Does~the software QA program require audit of configura-
tion management proce dures and p rac ti ces?

• Are the resul ts of the audits documented and maintained

F for SD rev i ew?

3.4.4 Testing

The contractor ’s test p lannin g informat i on should not be i ncl uded or dup-
l icated in the software QA plan . The contractor ’s test p lans an d p rac ti ces
shoul d be documented in the CPDP and in the CPCI (Category I) DT&E Plan.
These documents s houl d be reviewed when evalua t ing the QA as pec ts of th e
tes t p rog ram and answers to t he fol low i ng quest i ons determ ined :

• Does the software QA program identify the contractor ’ s
software test activities?

• Has testing responsibility been identified and assigned to a
specific organization?

• Does the contractor have procedures and documentation
controlling his internal CPT&E activities?

• Have the various level s of tests been identified and
schedul ed?

• Have PQTs and FQT 5 been scheduled to provide v is ib i l i ty
into the contractor ’s test effor t?

• Does the software QA program provide for review of test plans
for compl i ance w it h con trac tual requ ire ment s ?
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• Does the software Q1A program provide for review of test
p rocedures for compliance with appropriate standards and
s a t i s f a c t i o n  of cor~tractual requirements?

• Does the software QA program provide for monitoring of tests
and certif i ca tion that test resul ts are the ac tual findi ngs
of the tests ?

• Is test-related documentation maintained to al low repeatabil ity
of tests?

• Is all su pport software and computer hardwa re used to develop
the CPCI , qualified and accepted by the Go’.c~rnmen t?

3.4.5 Corrective Action Procedures

The con trac tor i s requ i red to del i neate p roce dures wh i c h wi ll assure the p rompt
detection , commun i ca t ion , and correct i on of def i c i enc i es an d erro rs . These
procedures are intended to avo i d noncompli ant CPCIs and s houl d id enti fy:

• Methods of reporting and analyzing problems .

• Methods of communicating the problems and their resoluti on .

• Techn iques used for statusing problems and implementing
solutions.

• Methods used for conducting trend analyses and reviews of the
effect i veness of the correct i ve ac ti on p rogram .

• Correct ive action procedures to be imposed on subcontractors.

3.4 .6 L ib rary Control s

A cri tical part of the contractor ’s QA program is the set of procedures used
to con trol the source co de and objec t code i n t he i r var i ous forms during
development and test activities. In reviewing the contractor ’s QA program ,
the SD should determi ne answers to the following questions :

• Has the contrac tor established a computer program library to
be used for controlling program materials during develo pment
and test? (One type of library is that envisaged by
RADC-TR-74-300, Volume V I , which descr ibes the program su p y nr t
library.)
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• Do the procedures identif y how materials are approved and

placed under library control?

• Do the controls include forma l release procedures for internally
approved design information?

• What safeguards have been estab l ished to assure that no un-
authorized alterations are made to the controlled materials?

• Do the procedures indicate that all approved mo difications are
integrated?

3.4.7 ~~~~ ter~~~~~~~~Des i n
The softwa re QA program requires that the contractor establ ish technical
control and evaluat ion of his products as they are being developed. This
require s the contractor to establish procedures for reviewing and evaluating
the CPC I desi gn and associated documentation as they are being developed and
prior to release. These procedures should be reviewed by the SD to
determine:

• Do the contractor ’ s procedures address the conduct of
internal design reviews?

• Are the formal and informa l reviews scheduled at critical
decision points during development?

• Are design problems identified and followed-up for complete
corrective action prior to approval of design?

• Are design reviews conducted prior to release for coding?

3.4.8 Software Documentation

The contractor ’ s QA program should identify standards and procedures ~ihich
assure delivery of accurate and up-to-date documentation. The SD should
review these QA procedures to determine:

• Does the contractor i dentify standards to be foul ow ’~d when
preparing the required documentation?

• Do the procedures call for technical review of documentation
prior to release ?

• Do the procedures address the control of changes to software
documentation?

• Are there provisions for informing design personnel of the
late - t changes to the software documentation?

• Do the procedures provide for traceabil ity ot  changes?
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3.4.9 Reviews and Audits

The contract normally calls for rev i ews and au d its at f i xe d po i nts during the
softwa re development process. Reviews are usually conducte d by the contractor
with the PU in attendance . Audits are conducted by the Government with possi-
ble contractor assistance (see Reviews and Audits guidebook). The requirements
for the conduct of reviews and audits are specified in MIL-STD- l52lA (USAF).
The contractor ’s CPDP shoul d reflect the sche duling to rev i ew the i r prepara-
t i on and con duct . The SD should rev iew these documen ts to determi ne:

• Are ~he rev i ews and audit s clearl y i den ti f i ed , sche dule d ,
and properly sequenced?

• W ill the reviews and audits be conducted within t e
gu idelines of MIL-STD-l52 lA (USAF)?

• Do the procedures define the types of information to
be p resente d at each rev i ew?

• Are there agreements for follow-up action resulting from
the rev i ews and au di ts?

• W ill the results of the reviews and audits be documented
by the contractor?

3.4.iO Tools , Techn iques , and Method~j~~~~~

The software QA organization should review the techniques and tools the con-
trac tor plans to use in support of his developmental activities. These

- - techniques , methodo loqies , and tools range from systems an d engi neer i ng
methodology (including software eng ineer ing techniques and methods), to support
tools for developing and testing software . In reviewing the contractor ’s QA
p ro gram , the SD should dete rmi ne answers to the fol low i ng quest i ons:

• Has the contractor identified and defined the system/software
eng ineering techniques and methodologies he plans to employ?
(They should be documented in his CPDP.) —

• Are the contractor ’s proposed automated tools quali fied or
will they be qualified prior to use?

• Are the proposed automated tools documented and placed under
configuration management control ?

• Is the contractor experienced in the use of the proposed tools ,
techniques , and methodologies?

• W ill the Government have access to all development tools require d
during deployment?
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3.4.11 Subcontractor Control

It is the responsibility of the prime contractor to assure that his subcon-
tractors conform to contract requir ilents. The software QA program should
id entify techn iq ues employed by the p rime contractor for control li ng and
monitor ing all subcontractor activities. The SD should review these
procedures to determine their adequacy . This review should determine the
fol lowin g:

• Does the prime contractor require subcontractors to prepare
and maintain (1) a QA plan , (2) a CPDP , and (3) a confi guration
mana gement, plan?

• Does the prime contractor review and approve his
su bcontrac tors ’ p lans?

• Is su bcontractor documentation submitted to the prime
con trac tor for rev i ew and app roval prior to release
to the Government?

• Does the prime contractor participate in the subcontractors ’
design reviews and audits?

• • Does the prime contractor monitor software subcontractor
testing activities?
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SECTION 4 - SOFTWARE QUALITY ASSURANCE AT ESD
- - _ _  —
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4. 1 INTRODUCTION

This section describes how ESD assists its PUs in meeting their QA requirements.
W ithin ESD the Directorate of Computer Systems Engineering (MCI) is responsible
for ass ig n i ng computer system personnel to eac h of the PUs . Throu gh a ser i es
of management initiatives which have evolved and improved during the past
several years MCI i s develo p ing the c heck s and balances nee ded for so ftware
QA. The follow ing features of MCI ’ s a pp roach con tr i bute to so ftware QA a t
ESU:

• The matrix management organization

• Computer Systems Eval uation Panel (CSEP)

• The Crit ical Assessment Factors (CAF) System and the Computer
Resources Management Center (CRMC ’I

• Documen tation Review

• Lessons Learne d

4.1.1 Evolving QA Role

The above features are undergoing constant review and revision by ESD. They
were ini ti ated to res pond to known requi remen ts for i mp rov i ng the sof twar e
acquisition process. They are being revisec~ to address changing requirements
and to better improve the process. For example , the CAF System is now being
expanded with check lists for each CAF and with references to portions of SAM
Gu idebooks which address each CAF . There is a question whether the MCI role
will be a temporary or a continuing one but in either case the requirements
will continue for an ever improving software QA function .

4 .2 THE MATRIX MANAGEMENT ORGAN IZATION

MCI is responsible for all ESD personnel who have computer systems job classi-
fications. More than half of those personnel work directly for MCI and all
of them provide support to the PUs. MCI employs a matr ix management organiza-
tion concept whereby at least one individual from MCI (desi gnated the Key
Person ) is assigned to each PU. His primary assignment is as a wor ling member
of the P0. In some cases he may be the SD. He is a member of the MCI organi-
zation and has an independent reporting function to MCI. This concept offers
the following advantages :
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• A centralized mann ing and career monitorin g organization for ESD
computer systems personnel

• Centralized tra ining to assure a common basic background for all
ESD computer systems personnel

• A planned rotation of personnel from MCI to direc t assignments
in the PUs .

• An organized approach to a consistent software acquisition manage-
ment philosophy , w~~’i attention given to lessons learned from past
p rocurements .

Personnel assi gned from MCI to the PUs are responsibl e for reporting software
status information both to the P0 director and to MCI management. Moni toring
attention is focused upon 36 Critical Assessment Factors (CAFs) which are
designated for management atteition because of their criticality to software
acquisition (see Figure 5).

The matrix management concept used by MCI encompasses many attributes which
contribute to software QA . The most important of these attributes is the
i ndependent reporting requi red of the MCI Key Person to both the PU d irec tor
an d to MCI management. The Key Person can suc~eed i n hi s assi gnmen t onl y i f
he i s ab le to id ent i fy poten ti al prob lem an d r i sk areas earl y enou qh for
appropriate action to be taken . Another attribute is the improved ability of
mana gement to assi gn the app ropriate person because mana geme nt i s res pons ib le
for a lar ge pool of professionals.

4.3 CUMPUTE_R SYSTEMS EVALUATION PANEL

By order of the Commanding General of ESD , the CSEP has been established to re-
view each acquisition involving computer resources , at least tw i ce , prior to
contract award . The objecti ves of these reviews are to assure that the compu-
ter/software portion of the RFP is stated in a feasible and realizable manage-
ment structure and project structure , an d that cost, sche dule, and nerformance
parameters are real i stic; and to also assess t he effec ti veness of the offeror ’ s
response to the REP in regard to these same factors.

The first review takes place prior to the release of the RFP . It examines the
com puter/sof tware as pec ts of the REP packa ge and the ac qui s iti on stra tegy as
they rela te to sche dule , cost , and technical feasibility .
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The second review takes place during the source selection process. During
this review , the CSEP serves as an ad hoc grou p to the Source Selec ti on
Advisory Council (SSAC). The Panel is responsible for monitoring and over-
seeing the Source Selection Evaluation Board ’s (SSEB’ s) evaluation of the
computer/software issues within the proposals unde r evaluation.

The CSEP uses a source selection checklist to assist in evaluatin g REPs and
proposals. The checklist highlights areas which were not as thorou qhly
rev iewed in past procurements. These areas include :

• Schedule risks.

• Technical risks .

• Adequacy of the stated requirements.

• Conformance with regulations , specifications , and standards.

• Computer program products that w ill be useful to the
Air Force throughout the system life cycle.

T he c heckl i sts are com p rehens i ve and in clu de con sid era ti ons wh i c h may rec ei ve - •

var i ous answers depend i ng upon the charac ter i s ti cs and requ i remen ts of each
p rocur~ment. To successfully achieve its objectives the CSEP must have access
to individuals who have mature judgement in both the procurement and the tech-
n ical aspects of softwa re acquisition management.

4.4 THE CRITICAL ASSESSMENT FACTORS SY STEM AND THE COMPUTER RE SOURCE S
MANA GEMENT CENTER

The CAFs are 36 defined events or products that are essential to the system
acquisition process and indicate the current status of the softwa re in the
PU (see Figure 5). The primary purpose of the CAFs is to advise the program
mana ger on the status of computer hardware and software . The CRMC is a
loca ti on where the coll ec ti on , stora ge , an d retri eval of re por ts , sche du les ,
and procedures to support the CAF System is accomplished.

The MCI Key Person assigned to each PU is respo nsible for preparing CAF reports
and for providing supporting information for use in tie CRMC . Each CAF re-
ce i ves one or more ra ti ngs from the Key Person . The ratings , which are based
primarily on consideration of impact upon schedu le , cos t , and performance ,
indicate a status of satisfactory (green), mar ginal (yel l ow), or unsatisfactory
(red). His respons ibilities include :
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• Submitting a CAF report schedule.

• Submitting the CAF reports

• Ensuring that the CAF reports are properly routed .

• Responding to all CAF delinquency reports .

The matrix assignment of the Key Person from MCI provides an independent re-
view from an individual whose assignment requires him to be intimately involved
with the details of the procurement.

There are two types of CAF reports , Status and Early Warning. The Status
Reports discuss present or past events and the Early Warning Reports make
predict ions about future events.  Both types of CAF reports contribute
significantly to software QA at ESD. They focus attention on the most impor-
tant products and events and provide for a regularly scheduled management
review at a hi gh level of visibility .

Further information is provided by trend arrows which indicate the expected
stability of the CAF rating and predict the next CAF color. The CAF System
provides several level s of timely management at tent ion.  The initial report
goes to both the Program Director (PD ) and MCI. Reviews are made by both
the PD and the MCI management. Reports are made at least monthly. The CAF
system provides:

• Early and regular visibility .

• Pressu re to resolve problems at l owest levels.

• Machinery to escalate to highest levels as appropriate .

Fi gure 5 shows the standard CAF schedule which may be modified to meet speci f ic
program needs . It lists the 36 CAFs as they currently exist. Some of the CAFs
(such as 02-Cost ing /S iz ing) are continuous throughout the program. Most of the
CAFs are reported upon only at the time of their expected and actual occurrence.

To retain its full impact as a QA tool the CAF System should be under con-
stant MCI management review to determine:

/ • That the CAFs are consistently unders tood and used by the Key
• - “ Persons , by MCI , and by the PDs .

- / • That the CAEs receive an ongoing review and definition revision to
ensure that the apparent simplification of the system does not
obscure the complex issues it is intended to rate .
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CAF_ SCHEDULE

Program : Change -

DATE CAF ’ s COMMENTS

01 - ROC 
_ _ _ _  ______ _____________

02 - Co~~T~q7~~zf~~~~ön tinuing )
03 - Proaram Management Di recti ve
04 - Program Management  P l an

______ 
05 - Procurement  P lan
06 - S~~tem Soec if i cet i o n 

______

____ ____ 
07 - CRISP 

______________________  ________

08 - Statement of Work
09 - CU RL
10 - Source Selection P-lan 

________

_______ 
11 - Source Selection 

________________

____ _____ 
12 - Contract 

__________________ ________

___________ 
3- Computer Program Developmen t Plan

________ _____ 
l 4 - C P C I  Structure 

_____ ______

___________ 
1 5 -  Confi gur a t i on Man ageme n t Plan

______________ ______ 
16_-_Confi guration Control (from here on)

______ 
17 - System Requirements Review 

______________

i 8 - ~~y~~em_Des i gn R e v i e w  
-~~~~~~~~~ _____

19 - Devel opment ~~~~~~~~ Par t  TT 
_____

20 - Des ign 
____ ______

21 — Training Pl an 
___________ ______ —

22 - Test P l a n

~~~~~~~~~~~~~~~~~~~~~~~ Preliiiiinary Design Re~~~w s
24_ -_ Interim_ Pr~~~~~~ Reviews

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ Product Specs (C 5/Part II) 
______—

~~~~~~~

26 - Tes t Proce dures 
_____

27 - Cr it ica l  ~~~~~~~~~~~~~28 - Coding ____ 
29 - Preliminary Qualificat ion Tests

-

~~~~~~ 

— — — 
30_ -_ Formol Qua li fica ti on Tests 

— - -- - 

31 - Funct i6~al Configuration ~~dft  
- — —

~~~~~~~2~~~iisers Manuals 
-  - -

33 ~~~~~~~~~~~~~~~~~~~~~ - ~~~~ stem! Inteqrat ion Tests
- 

35 - Forma Qualification Review 
- —

IiiIi1 iiii1iiii ~~ 36 - Tra~~T~ion/T urnover A~reernent

SUBMITTER : DATE: 
- - - -

APPROVED BY : - _____ _____ 
(MCIF) DATE: 

-

Fi gure 5. 1~AF Schedule
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• That the CAF System does not become so cumbersome that it is not
used or updated.

• That the predictive value of the CAFs is not impeded by the
jur isdi ct ional  interests Cf the PUs or of MCI.

• That for each specific program , the CAF System ’ s coverage is
tailored to review all appropriate areas (e.g., when software
is developed by two contractors).

4.5 DUCUMENTATION REVIEW

MCI i s res pons ib le for performi n g a rev i ew of a l l  com p u ter- re la ted doc umen ts
used in the system acquisition process. Each review is assigned to personnel
other than those assigned to the specifi c PU. MCI has produced a working
pape r (MCI-75-002) to assist the reviewers . This working paper provides brief
discussions of the fol lowing:

• Program Management Directive

• Program Management Plan

• In dividual Contract Procurement Plan

• Advanced Procurement Plan

• Justification for Authority to Negotiate —

• Determination and Finding

• Source Selection Plan

• Request for Proposal

• Required Operational Capability

It also provides checklists for review of the :

• REP Executive Summa ry and Proposal Instructions

• Request for Proposal

• Statement of Work

• Contract Data Requirements List

• System Specification
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4.6 LESSONS LEARNED

MCI has published an internal document entitled “Lessons Learned . ’ It distills
experiences from past procurements and identifies specific problem areas which
have occurred. It provides suggestions on how to avoid similar problems in
future procurements.

While “Lessons Learned” can only be loosely described as a I I~A tool , it does
assist in providing a “Corporate Memory for ESD upon which the QA reviewe r
can isolate potential problem areas.
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A P P E N D I X  A - SOFTWARE Q U A L I T Y  ISSUES

This appendix identifies and discusses the following major software quality
issues:

• - t twa re  quality

• How much QA is enough?

• The case for independent technical support contractors .

1. SOFTWARE QUALITY

Software quality is a composite of man y fac tors , some of which conflict with
each other (e .g . ,  efficiency and maintainability). To further complicate the
i s s u e , many attr ibutes of software quality can only be assessed afte r
del i very and during use.

To assure the development of quality softwa re, the SD needs to establish confi-
dence in quality through the basic development process , knowing from past
experience that if the basic functions and policies of the acquisition process
are p roperl y used , software quality will be oredictably good. It is , there-
fore , the sole purpose of the QA program to ensure that this happens. To
accomplish this the PU must monitor , review , and evaluate in depth every aspect
of the compute r program life cycle. Subsequent discussion in this annendix ,
therefore , focuses on the following software quality-relate d issues :

• What is softwa re qual i ty ?

• Is software qual i ty measurable?

• Should questionable quality cause program delays?

1 1 WHAT IS I U JWII I r QI A LIJY ?

[he question of what constitutes software quality is currently undergoing
v l y r r ou- - 1~ -~~u-~Sion within both industry and military R&D organizations. Many
sof tvluk qu aH r y cha racteristics are specified by the military in terms of
per fori -once requirements. Others do not fit into system acquisition terniino-
i ll. Current ly,  many of these characteristics , as such , do not apply to
sy~ teiii acquisition because they are refl ected in the sof tware design and
supp ort ing (IOC iF Ientd t iOn rather than in the performance regui rement~ . T h i s
d i s cu~sion identifies some of these software qu al ity characteristics.

F iq io - 6 shows  software quality as a th i -ro -lev el hierar hv with user- oriented
ty a ttr ib ute , in Levels 1 and 2 and exam pl e , of the softwa re charact eri s—

t i cc  0 14 i rrd to -rovide these attn but es in Level 3.
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Figure 6. Characteris tics of Software Quality
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De finiti ons of each of the terms shown in Figure 6* can be found in Appendix B.
Many of these def initi ons overlap . In add i t i on , some (e.g., reliability and
maintainability) are inconsistent with milit ary use of these terms . They are
i ncluded i n th i s gui debook to reflect common sof tware i ndus try usa ge .

1 .2 IS SOFTWARE QUALITY MEASURABLE?
The evaluation of software quali ty is based upon testing (which is almost
always non—exhaustive ) and upon more subjective evaluations of softwa re quality ,
such as inspection , for maintainability and other attributes. However , man y
attributes of software quality can only be assessed after delivery ~nd during
use. Thus , software quality can only be partially measured . Figure 7 illus-
trates and pricr i t i zes the metho ds use d for measuremen t and evaluat ion of
quality for selected development activities of the acquisition cycle.

INSPECTION ____ ____ — 
3

ANALYSIS L L .L1 2_ ..2-_ 2
SIMULATION _____ _____ — .i.... —

TESTING ____ ____ ..i........ —

REVIEW 2 2 
—

Fi gure 7 . Pr i or iti es in Evaluat i on of Qualit y.

*sli ghtly riodified fi gure from “Q uan ti tative Evaluat i on of Sof tware Qua li ty.”
(See Appendix C.)
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Both the Government and industry have performed several research and develop-
ment studies aimed at defining metrics for the measurement of software quality .
The following is quoted from a recent report developed for the National Bureau
of Standards :

“C a lc ul at inq and understanding the value of a single , overall  me tr i c
for software qua lity may be mo re trouble than it is worth . The major
~robleni is that many of the individual characteristics of quality are
in conflict: added efficiency is often purchased at the on ce of
portability , o ur0 , understandability , and maintainability ; added
accuracy often conflicts with portabil ity via dependence on word size :
conciseness can conflict wi th legibility . Users generally find it
‘liff icult to quantify their preferences in such conflict situations.
Another problem is that the metrics are generally incomplete measures
of their associated characteristics. To summarize these considerations :

• The quality of a software product varies wi th the needs and
priorities of the prospecti ye user.

• There is , therefore , no single metric which can give a
universally useful rating of software qualit y .

• At best , a prospective user could “ ...achieve a meaningful... ”
rati ng system with a thorough set of checklists and priorities .

• Even so , since the metri cs are not exhaustive , the resulting
overall rating would be more suggestive than conclusive or
prescriptive .

~ Therefore , the best use for metrics at this point is as
individual anomaly indicators , to be used as guides to soft-
ware development..

In a more recent paper qiven at the 2nd International Conference on Software
Eng ineering, these same authors more opt imis t ica l ly  concluded:

• “Explicit attention to characteristics of softwa re gu a li t ’ : can
lead to signifi i nt savings in software life -cycle costs .

• The current software state •-of—the—a~ t i mposes sp ecif ic l im i t ,i-
t i ons on our ability to auto m atically and q ua n t i t 1i tiv ’ lv
evaluate the qualit y of softwa re .
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• A definitive hierarchy of well -defi ned , well-differentiated
character istics of software quality has been developed. Its
higher-level structure reflects the actual uses to which soft-
ware qual i ty evalua ti on woul d be put; i ts lower-level charac-
ter i stics are closel y correlated wit h ac tual so ftware metri c
evalua tions which can be performed.

• A large number of software quality -evaluation metrics have been
defined , class i fie d , and evalua ted w it h res pect to the i r poten-
tial benefits , quantifiability , and ease of automation .

• Particular software life-cycle activities have been identified
wh i ch have s i gnificant leve rage on software quality . These
include :

- Setting explicit software quality objectives and priorities ;
- Performing software quality benchmarking;
- Using software quality checklists ;
- Establishing an explicit quality assurance activity ;
- Using machine-analyzable software speci ficat ions;
- Ensuring testable software requirements ;
- Using a Requirement-Properties Matri x ,
- Esta bli sh i ng standar ds , particularly tor structured code ;
- Using an automated Code Audito r for standards compliance checking ;
- Performing design and code inspections. ”

Other industry research* reflects similar conclus ions regarding the measureme nt
of softwa re qual i ty .  In summary , these conclusions are :

• The measurement of software quality is still in the R&D stage .

• Software quality is measureci in terms of quality characteristics
(such as those shown in Figure 6). Thuse characteristics need to
be more clearl y def i ned i n a more mutuall y exclus i ve and mea ni ng-
ful manner .

• The rela tive priority of characteristics varies between applica-
tions and between users .

• Measurement of software quality is a promising area for better
definition and acquisition of quality software .

*From “Quan titative Measurement of Program Quality ” and “Factors in Software
Qual ity .” (See Appendix C.)
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1 .3 SHOULD QUESTIONABLE QUALITY CAUSE PRUGRAM DELAYS?

A pri mary role of the QA p rog ram is to identify problems before they become
serious . The 5-3’s mos t comp lex job , from a technical as well as a mana gerial
viewpoint , is to prevent software related problems from getting out of control.

Many problems can only be resolved by schedule delays (e.g. , disapproval of
s pec i f i cations , disa pp roval of documenta ti on unti l all undef i ned a reas a re re-
move d , disapproval of FQTs). However , most delays cost money and have poten-
tial impact on overall system development activities . Prior to any such recoiii-
mendation , the SD should identify the problem , investigate alternatives with the
contractor , select an approach for resolving the problem , ag ree u pon sc hedul es
for resolu t ion of the p ro b lem , and c a r e f u l l y monitor implementation of the
resolution.

Early computer program life cycle activities (e.g., requirements specificatio n ,
CPCI functional definition) have a major impact on software quality . However ,
there is a natura l inclination to resist actions which can cause schedule
slips during these early phases since the apparent impact of the problem is
not always obvious. Early delays may have financial and schedule impact
al t hou gh gene ra l l y  smal l  i n com par i son to the resul ts of ig nor i n g earl y i n di-
cations of trouble. In fact , if a delay does not impact the critical path
of the overall sys tem develo pment , it may save money because it p reven ts
addit 4 onal work from starting before a solid base is constructed.

A well p lanne d QA program emphas i zes the use of techni ques wh i ch s imp lify re-
view and provide early visibility into the devel opment process; once again ,
quality must be built into the software. Techniques which provide this simpli-
fication cnd visibility include :

• Appropriate application of acquisition policy , stress i n g the use
of so ftware developme n t phases and t hei r assoc i ate d rev i ews an d
audi ts.

• Emphasis on clear and complete System and Development (Part I)
Specifications.

• Implementation of the software in increments or builds. (See
Mon itoring and Reporting Software Development Status guidebook.)

• Use of a top-down development philosophy . (See Monitoring and
Reporting Software Development Status guidebook. )

• Use of simulation and prototype developm ent f”I r design verification.

• Use of program production libraries *.

• Selection of computer program components for PQT that will build
confidence in the developing CPC I .

~Ai~ o cal led program support l ibrar ies.
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Difficult delay decisions are often required at FQT and during System DT&E.
‘ -Then a C I i s dela yed and becomes unava i la b le for sys tem i nte gra tion , the ent i re
Sys te m mm DT&E sche dule may be affecte d. To avo i d th i s p rob lem the SD shoul d
identif y those CPCIs w hi ch are most cri t i cal to system i ntegra tion schedules
and request their demonstration for PQTs . If possible , EQT5 for those CPCIs
should be scheduled firs t so that delays will not impact system integration
schedules .

2. HOW (-IUCH QUALITY ASSURANCE IS ENOUGH?

The nature of the software QA job is such that no matter how much effort is
budgeted or expended , additional effort can always be applied. The software
QA effort is applied by the PU , by tne software developer , an d in  some cases
by an independent support contractor [e.g., an Indeoen dent Ver i f i ca ti on and
Val idat ion ( IV&V)  contractor] . Their combined efforts make up the overall QA
job. The SD must recommend how much softwa re QA the PU can , nr should , pay
for , and then mus t alloc ate and con trac tual ly ass ig n the QA func ti ons to the
organizations he believes are best able to accomplish them.

There are certain criteria that can be used in determining where increased or
decreased softwa re Q.A effort is merited. One is to perform a risk analysis
of the impact of the software on the overall system . Whenever risk is great
an intensive software QA effort is meri ted. Another cri terion concerns analy-
sis of the types aid thoroughness of s ftware testing available. For many
systems it is difficult to desi gn a thor ough and real ist ic test p rog ram wh i ch
provides sufficient confidence that the software will properly perform within
its system operational environment. Th i s i s particularl y true when mult i ple
capabilities are to be tested or when complicated interactive environ-
ments (e.g., an ECM /ECCM environment) are required . In such cases , a thorou gh
test program augmented by anal yti cal and/or simula ti on metho ds i s most
des i rable*. 

-

Other r i sk fac tors wh i ch serve as cr iteria for i ncrea sed emphas i s on the QA
program include :

• Complexity of software applications (e.g., real ti me cons tra i n ts ,
complex al gori thms , mul tip le processes).

• Aimiount of software ; potential ~or error i ncreases grea tly w it h
size .

• Stability of requirements .

• Uniqueness of application , i.e., Has this ever been done before?

*S~~ the Verification guidebook for a discussion of the methods available.
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• Lack of experienced personnel .

• Rushed development schedules .

• Mission criticality of the softwa re .

• Lack of interface confidence , i .e., are the inter faces with
other CI5 incompletel y defi ned and/or likely to change?

• Immaturity or un avai iabi lity of computer hardware and suppo~t
software .

• Suitabi l i ty  of the computer and programming language to the
application.

• ‘ na vailabi l ity of a real istic test environ ment.

If the SD must limi t or focus the QA ef fort , he should emphasi:e qualit y of the
Development (Part I) Specifications and of the interface de finitions
CIs.

Another area of focus for Q,A is the review, tes t , and audit m ilestones o~ the
System Acquisit ion Cycle.

The SD should c r it ica l~~c evaluate the completeness and ade quac~ o f :

• The Conceptual and Validat ion Phase trade-studies. (Have the
risk areas been identi fied and limited?)

• The extent of prototype development or of performance simulati on
- ‘ during the Validation Phase. (Are all the requirenments deliverable

within the  state-of the—art ?)

• he use of sim ulation and modeling in design verification .

• ihe extent of the test ing program in terms of the number of test . s
planned led the use of environmenta l simulators.

• ne use of independent contractor s to support the OA acti vi tv .
e .g., an inde pendent su ppo rt contra c tor.

/
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3. INDEPENDENT SUPPORT CONTRACTORS

For many years Air Force POs have used independent technical ~uppo rt contractors
to assist  in the planning and evaluation of software acquis i t ion p o gl - am m s . The
System Engineering/Technical Direction (SE/TD) contractor role (such as that
performed by the MITRE Corporation) is wel l established and used on most m~jor
Air Force software acquisition procurements. More re ently the I~U 1 contractor
role has been defined and used in various wa - This discussion describes
both the SE/TB and IV&V roles.

An analysis of Air Force system acquisition managemen effec tive iess and the
economy of using independent support contractors inevitably revolves around
the question , “Is such support necessary , and i f  Su , to ~-1hat extent?” Th is
question must be answered in terms of Such program character istics as system~reliability requirements , software complexity , life cycle cost considerati ol s ,
and the availability of in—house resources to monitor the acqu is i t i on .

The PU requires continuity of competent technica i assistanc e throughout trs -
System Acquisition Life Cycle. Technical  monitoring is resuired durin u all
portions of the software development process with emphasis or all docu ’ i- ’
tation and test reviews . The P0 has personnel available for technica l
- -~on itn r in g; however , the experience level and continuity of the availabl e tech-
nical nersonnel is not a ways sufficient. When additior i- l ~-chn i cal su nm I rt
is needed , the scope of that support should be defined and can be orocured
from an indepe t moe nt contractor. The primary fc ’~us of the support e f for t  should
be upon obtaining the system eng ineering support needed t ensure complete one
consistent requi rem ents and for ensuring the testability of the Develo m ’- ent
(Part I) Specifications. Independent test -Um ould be a seconda ry - - m n s ideration .

3.1 THE SE /TB ROLE

The SE/TD role has traditionally been focused at tee systr~- leve l  rather tee m a t
the software level . The mission ot the S~ ID is to n r :v i d e  ~c ie n t i f i c ,  enqi ne~1r~inq , and support personne l and faci t ies as an adjun to A i r  Force resources -

The SE/TD provides direct support to the p og ram di rector in t h” a qu isi  t ion of
a system and in ‘ m a k ing  studi es and analys es of pro pos ed sys t e -: -s - ihei r oc t i  —

vities are usually concerned w i t s  d e v e l o p i n g  the Sy st em m Spe c i f i c a t i on and then
moni to ring development activities t ’  ensure system inteqrity .

Since the SE/ID works closel y wi i’r the P0 and is direct l y and in t i m mia t ely ln-
volved with advanced pla n ni n p info rmation , it is pr~- ‘r otle t h a t  the  ~L T U
be a no e — p r 1 m f i  t organ i ze i n n , or it ea st br forbi1 en f rom co im mp eti  nq i ar m y

, i r j e i ’  asp ecr of the 1yut e m I acqu is i i  m u .

The UL ’Tf l  ro le  is a nec essary ari d J e s i r a t l e  one . p rov idr - f tLh i~ Cdl d ep th
a rid ~uiU ir r uitj w hic h  is unquest ionab l j  henu~ ic ~a l f = the G~ vu - omert ‘ s ‘ o ’ - i  ti er -

Th’ onl y danger areas are :
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• Possible complacency and lack of i n i t ia t i ve  on the  p a r t  of an
organizat ion that has a continuing sole source role.

• Possible contra ctual conflicts wi th  the develop n ment contra ctor
[e.g. ,  rights to data and d i rect ion of contract or person nel
(See 3.3 of this appendix) ] .

3.2 THE IV&V ROLE

The IV&V contractor also provides support services to the P0 in the area of
technical evaluation and mon i toring of acquisition activiti es. However , IV&V
support is us ually limited to sof~- -~ re areas. In  many cases , IV&V support
tends to overlap the SE/ID role. I V & V  support should alway s be tailored to
the requirements of the specific procurement and may include :

• Opera tional Anal ysts/System En~jpeers. During the Validation Phase ,
LV&V contractor support may be required in the areas of (1) under-
standing the using ‘-ommand’ s problem from an operational standpoint
and (2) providing system engineering capability and experience for
defining CPCI performance requirements.

• Software System Anal ysts. Earl y in the Full-Scale Development Phase ,
IV&V software system analyst support may be required to evaluate the
adequacy of the development organization ’ s translation of performance
requirements into a design approach. Independent design evaluation
tools including simulation techniques , may be appropriate at this
stage of development.

• Software Engineers. Later in the Full-Scale Development Phase ,
softwa re engineering support may be required to review the adequacy
of the detailed design of computer programs prior to coding. They can
subsequently assist in reviewing Subsystem DT&E plans , procedures ,
an d resul ts and the so ftware as pec ts of the Sys tem DT&E p lans ,
p rocedures , and results. They can also provide technical support for
the configuration management audits.

SAMTEC /LOGICON Report No. DS-R74036 discusses Independent Test and Evaluat ion
(IT&E) . The following paragraphs t \en from that report define IT&E:

~
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“IT&E is defined to be all analytical evaluations and tests
conducted by an agency independent of the development contractor(s)
to provide increased confidence that the sof twa re meets the
system requirements. Typically, anal yt ical eva lua t ion includes
reviews and analys i s of requirements , documents , al gor it hms ,
equations , and code ; tests include the review and active testing
of the developed software by the IT&E agency . The primary
objective (and therefore purpose) of IT&E is to assure the
contracting agency that the delivered software:

• Is develo ped in accordance with the requirements as defined
(and approved by the contracting agency ) in System and
Develo pment Specifications for the softwa re.

• Satisf actorily perfo rms in the operational environment the
functions for which it was designed.

• Does not perform unintended functions in the operational
env i ronmen t.

• Does not overtl y or covertly degrade or limi t hardware
system or subsystem perfo rmance.

Other purposes of IT&E are to:

• Minimize development delays and costs by detecting errors
earl y in softwa re develo pme- t .

• Evalua te the software ’s lo gi cal , mathematical , and coding
design to optimize software performance.

• Provide the contracting agency with adequate visibility to
ascertain the status of the software development throughout
the development cycle.

In addition to fulfilling the objectives and purposes above , IT&E p rovides an
el ement of competition that enhances the timely development of the software.

The ways in which IT&E programs can be constructed by the Air Force Program
Manager depend on the nature of the software developed , the required level
of conf i dence , and the existence of additional independent efforts being
conducted on behalf of the procuring agency. ”
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The LOGICON/SANITEC report further describes four levels of IT& L which are
identified as follows:

• “In Led - el 1 , the IT&E agency is the integrat ine contractor
for the hardw a re/ sof tware computer system . To this end , it
orfurms all tasks necessary to integrate all CPCIs and

segments into an ef f ic ient , operating computer system .

• In Leve l 2 , the II&E agenc y does not integrate the computer
system. However , it perfornms all tasks necessary to indepen-
dently te s t and evaluate the computer system to ensure that
it has been developed accordin g to SAMTEC -approved require-

m mm ents and spec i f icat ions.  In o dd i t i on , the IT&E agency assu re-
SAMTEC that the c um -~ uter syste m’ pe rformmms sa t i s fac to r i l y  in t~ .
op erational environment.

• Level 3 IT&E is s imi lar to Level 2 exce pt that t m 2  IT&E agency ’ s
H level of ef fort  is red ’ ice - ~ to include nly ~he most  cri~~ical

uarts of the computer sys t em:~ - The SAMTEC Progra m ‘- i nager and
t h e  I T f ~L j ermcy together identify the c r i t i ca l  a reas or which
IT&E is concentrated.

• In Level 4, t~ie IT~ L agency ’ s role is largely that of ‘mont con nq
t h e  software development. The IT&E m~ en c ,’ assists the fAr-tTEC
Pr ogra m Manager in rev iewing and eva lua t ing  the perf o rmance of
the development con ; rac t om .  Th is  level does r o t  includ e code
analysis and software test ing and is rho most pass i v e  w i t h
respect to the development of the c imm p mi ter s ys te m- - .

T e e LOG ICON/ SAM TPC report a lso  d iscusses c o s t i n g  porarne ’ - - - - tor IT ~ L -

-

~ .3 RELATIONSH IPs bLTWEL~ INDE PEN DE~iT SUPP O RT CCm N TRA CTi~~S AN D THL
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In using independent support contractors , the P0 must be aware of the  f o l l o w i ng
potential p r oc lem areas:

• Caution miust be exerc ised by the SB to insure that thc support
contractor does not direct the deve lo p i:m ent contractors . Other-
wise  probl ems in the area of “construct ive changes ” to contrac-
tual requirements may occur.

• The support contractor must  not be permitted access to price
information. The development contractor may be a competitor
of the support contr ac i..or.

• Some contracts may -- ~ ke prov is ions for an independent support
c o n t r a c t o r  to perfo rm pam -al el testing of the CPCI during
development . This method of operation can create legal a n d

contractual problems if not handled properl y . The PU cannot
take a CI away from the development contrac t ur and g ive  it to
another contractor without fi rst “accepting ” the C I. After
accep t ance  the  C~ is gove rnment property and the P0 5 u ~~ pro ’. i de
it to another contr e -etor as GFP .
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APPENDIX B - GLOSSARY

This appendix includes (1) definitions of major terms used throughout this
guidebook , (2) definitions of terms used in Appendix A to discuss the broader
issues of quality software vs software quality assurance , and (3) a list of
acronyms and abbreviations used herein.

MAJOR TERM S

Authenticate . The act of signifyin g (by the approval signature of a responsi-
ble person of the procuring activity ) that the Government is in agreement with
the requirements contained in the specification . Authentication by the oro-
curing activity normally will be accomplished on that issue of the specifica-
tion which is to be the contractual requirement for the baseline which that
particular specification defines [MIL-STD-483 (USAF ) paragraph 3.4.9].

Computer Data. Basic elements of information used by compute r equipment in
responding to a computer prograni .

Computer Program. A series of instructions or statements in a form acceptable
to computer equipment , designed to cause the execution of an operation or
series of operations. Computer programs include such i tenms as operating
sys teems , as senm ble r s , conipi lers , interpreters , data managem rm en t sys tenms , uti 1 i t y
programs , and maintenance/diagnostic programs . They also in clude application
programs such as payroll , inventory control , opera tional flight , strategic ,
tactical , autonmatic test , crew simulator , and eng i neerin q analysis .
Computer programs may be either machine -dependent or machine-inde pendent , ari d
may be general purpose in nature or be desig n ed to satisfy the require irment of
a specialized process of a particular user.

Module. Used in this document to describe the smallest computer p r o e r m i  m i ni t
that can be compiled or assembled. A CPC has one or more modules.

Program Support Libra ry . A group of manual or auto immated I r e  rdu r s and
to il s used to control and keep records of the developin e softwo i i  -

Software. A comb i nation of associated compute r ’ pro ij rmms and co imm put ’r dot mu -
qui red to enable the computer equipmuent to perform computati r mi l or contro l
functions .

Traceability. Refers to the capabi 1 - i ty to follow specific mm m i ssi on rm qu i m i n t s
th ronqh the various levels of sped fi cati mm to the actual cod,’ a n t the c , u i ’ u  -
bilities to associate each area of code with a spe i f i e d  r uqu ir u ’m ’ - u m mt

Validation. Val i dation as used in this guidebook mm - i t s  co r ’ mm ir - i  see thos e
eva lu a t i o n , in t r u r a  t ier,, and test  a c t i v i t i e s  a em - i ed om i t m t t im ’ sys t ‘i l v ,
to ensure that , the f i na l l y  developed s y s t e m  sa ti st i t ’ s  t im e us i r ip co m ’ i i m ma nd ‘ s
mission requi renients set  mI (iwr i as pe m - f or mar m i m m e t  des i m m c m i  teri~ ~fl me Sv-t miim
sped fication.
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Veri Tication. The iterative process of dete nim mining whether the product of e m , ’;
step of the C npute m - Program Configuration Itemm i (CPCI) deve lop rmment process ful-
fi l l s  a l l  of the requireiiients levied by the previous step.

QUALITY SOFTWARE TERMS

~ccess ib i l i ty  is a characteristic of code or data which facilitates sele ctiv e
(~hd at times limited) use of its parts . It is a design rather than a per-
tor mim ance character is t ic  and should not be specified.

Ac count abili ty refers to the ability to measure the com puter hardware and
peri pheral equi pment usage of a nodule or progra nm .

Au gnme ntabi l i~~g is a feature of the design and code .-ih ich allows it to te
easi ly modified . Elements of augm entabilit y include m mmodu l arity , para mu eterized
data , and a centrally defined and controlled data base. Aug immentabi li ty is
primarily a design characteristic and should be proposed by the contractor.

Com m unica t i venes s  is a feature of the sof tware ’ s i nputs ari d outputs m’. h i J
facilitates understandability . Com nm uri icativ eness enhances understandabilit y
and testability of the software.

Conc iseness  is the absence of redund ant or excessive code .

Consiste~çy of code means uni t ‘ri ; standards for notation , sym i t olo ij y , ter trmi i- 1:
— ology and comments . Consist e rm o , also rmmeasures the extent that the diffe r nt

representations of the i t  t , - w m r -  (Syste m ; Spec i f icat i  on , Developmen t Speci -
f~cation . and Product Speci fiea~ ion) are traceable to the require ments .

Correctne ss means the abi l it - , of the set tware to produce the spe cified output-
ohemm “iven the specified inputs.

Device Efficiency is the optimized use of peripheral equipment and includes:
Avoiding waste of periphera l storage space , performing data transfer quickl y .
and printing at optimum speeds. It can be specified in to re-, of spec i fi c
measurable requirements.

Devic y Independence is the ability of the code to be unaffected by changes
to the computer hardware or peripheral equipment . This qu a lit y indica tes
that code which is directly related to a specifi c hardware device should be
minimized , isolated , and specifically identified. This quality can be sim eci fled
as a design constraint.

Efficiendl is the ability of the softwa re to mierfor em without waste of mmso urce s .
Ett I ci ency requi remm ~ nts can and should be sneci fi e l  in terms of im m ’ rfor nr a nce re-
quirements . It usually takes extra f l u  and effom -t to dt’e i ’m n and develop u ’ ’t i-
cient software. Ef ficien y is often Sms r i ficed in order tn enhan ce o the r  so f t
wa re quality c h a r a c t e r i s t i c s  such as s t ru c t um - n - I m i ’ s  and readab i l i t y .
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Functional terformance is the ability of the sott~-~ re ~~~~
- satis t y its ri m i s sior i

requirements as allocated from the Sys te m S p e c i 5 i c a t i o r ;  and as c o n t r a c t u a l l y
speci f ied in the Bevel oe m ; me nt f pec if i ca t ion .

H i s J r ;  Eng ineering is the design of into rfi~ es bec ’,-me em m tm - me -~u m ~
—,-~s i: and

t ee user These interfaces should be spec i f ied in tee 0-vel opn ment (Part  )
Speci f icat ion . Inputs and outputs should be se l f  e’~ol on ,m t. ry, easy to 1 c m
and understand , una mmm bi guous , and desi gned to avoid mi Si m it e r m -

~ td ion .

Inte~gri~ y i~ a feature of the design am id code that desc ribe t its umiifo rm:ity
ôf’
~desi cr n cod cohesiveness. Inte nrit y is easiest to obtain -,-i fme n designin - : a m :

devel ee l n software f r e e  s c r a t c ’ m - It is more difficult t m ma l m t  in I riteqri
when o f f - the -she l f  sof twa rE is ta i lored to a ne;,- set of requirements or wh en a
C~ CI has un ier c-e nm m a series of chan ges.  Software h a vin g in teqr it -- is less
li kely to cont a in  errors and is easier  to maintain.

Maintainabil ic -. as a p j - l ied to sott~-,ure is specification. design . and dev -io p—
mo n t o~ code i r ’ a ‘m ar meo r - .- mn ic ’ m t ac i l  ita t~ - the task of mim odi f i c a t i o m  to C m r rc s t

— 
- def ic ienc ies  and to sat i  sf ,’ ‘me ’ ,.- or changing r ei ui remiment s . A m o t nti a~ sie rce

of cri n fusi on cx i  s ts  roes n i l  nq subtle di sti nct i maim s to tm - mr -em ; the hardwa r, - anD
so f twar e  de f in i t ion  of m a i n t a i n a b i l i t y ,  Ham -d .-;are maintenance is the rest cm —

:1 tio ri o f hardware to it ~ original I°sisj ri , -vhereas s~’f~wa rm- imm a int e nance iS
de fined as both e,-ro~- co r re  tion and nm odi r est ion of the oriq ina l des i a rm ( bo t hL of ;;hich imm i p l -i cha rm - me ra t h er  than restorati on ) . Si rice t0e re is l i t t le  c hance
teat r~ e usage of either set of def in i  t i m m m s .-~i ll Ia d iscon ~ inued. ‘e  SD me ld
bear these di ffere n ms i t mind when par t i c ipa t ing  ii the estab l i  shment i t  mat ’ - -

tainabil i ty cri  ter ia foe I me total  eys t e m mm , Hcm f~ware m ai n tenance ~oatu m -es in
t e r - ;s of gro wl requi rements r;ay be spec i fled in t i-  [level opr ent (Par I)
Speci fi cation. A dditional features such as nm odu l ari t- . sho5ld be m i m l u c - t e C  is
~ee REP , responded to in tee CPDP , arid i m ; m j i l e r m e n i t e - d Lv I t im ei rit r ar .tor 1mm I r e
desi gn. and ref lected i n the Product (Pa t II) Speci ‘ i c a t i o n .  (S e - -1 m - j ’ e n d i  ~ 4
0 the - ‘~ ‘ -- - r e  ‘-I ai s t enr:m g u i d e b o o k .

d i f i a b i l m ~~, ;s a t i , m - a c t e r i s r i c  of t i m e d i S i r i n  and C u S s  that m m ma ~ m ’s 11 e a s .
t i )  il !i 9L .  [I ~S a d i f 4 i c ~ ’~ m a m a c t e r i s t i c  to sp e c i f y and i’’.~~lj a t t  L m - m ~~~--
ob je 5 t i ve  measure s of mmmod i ab i l i t ,  a t - i- not ava i l ab l e .  ~m s - .x-vu ’  . str,~. t; i )- ’ -ml
jm r o yr m m m n ; i r ; - trs ~m m qu o ;-- i n tlu d r ~e0tures (i.e. . m m i rmdu [ a r; t- ’ , c o h e s i v e n e s s )
which enhance m mcdi f i a t i l i t y .  A q ui l i~ i ed  pm - i ” m rd i ’ ;  e m -  t o r m  e x a m - i n c  C~ C~ dm ;p
judge their -  rmm o d it i a b il it ~~,

Por t e t il i t.  is the abi 1 it~ t m -i m ove so t  t m - s r i ’  f m mi m ; one coi ute m ,- m ; ’ , ronl i ’t m: I
i s  , m m ; ~~~- ’ - r . iirt ab i l  it 1 ‘- i q u i r e i m en l’, ~, m m i bc s p e c i m  ~ee and de u m mim -:  in to
so ” m - c m n - . u s e  i t  ~ H i :~me r 0 r p m - n  L am-qmmaq - ’ ( I IO L e m m l ’ an ce s  por tab ;  1 i~ ‘ . .  Usc
of ci har ; I- , , m m t ’  m r m t i ’ j un, it i i m i  v it j c l i  is a r t  o t  a m m . i rm d i . i t m I e  f a n d i ’ . ( .  .c- .,

L 36 0/3 70 , PD P— l I )  e nmmmsn ces  po rt ~ t ’ m l i t - , m- . m t t m i m i  t h a t t imi mi l 
~~ . i t  cia . hi-

u nn m e- essc mn i i y ox ; - e m s i v ’ -  to in i l ud r -  mo m - t a t - i l  1 t v  r i m . i u l n m ’ m m t  m - t m r t r a m - y c - m - -

a rv ’ner  cont i m j u r a l  ion ; is r io t  e n v i s l m m r i r - - .
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Readability is a feature of the code which allows the programmer to quickly
identify the portion of interest to him and to easily understand its design .
Reada bility should be proposed by the development contractor in the CPD?.

Reliabi lity is the ability of the softwa re to operate without error*. Rel i-
ability is a difficult and perhaps inappropriate term when applied to softwa re
because thi s term has an en tire ly di fferen t mean i ng for har dwa re . S i nce a com-
puter program never wears out it i . virtually i mpossible to predict or analyze
failur e rates . Any failure of the computer program is a latent design deficienc y
and i t s  occurrence cannot  be adequa tely p re di cted. In th i s res pect a com puter

F p ro g ram cannot  be des ig ned for rel i a bi l i ty and canno t be tes ted or eva lua ted
for reliability . Reliability should not apply to computer programs as end i tems
altho ugh the computer p rograms may be use d to en hance system rel i a bi lity .

Sel f—Con tainedness is a feature of a modul e or CPC which allows it to perfo rm
all its functions within itself. It should not be speci fied but can be pro-
posed by the development contractor in the CPDP.

Self-Descri ptiveness is a feature of the code and its comments which enables
a p rog rammer to un ders tand it s struc tu re , its processing f low , and its desi im n
i ntent .

Soft~~! g ~~
lit is a composite measure of all the software quality characteris-

tics. Although metrics for softwa re quality measurement are currently under
development and e v a l u a t i o n , the state-of-the-art for determining software qua-
lity is primarily through subjecti ve evaluation.

Structuredness is a feature of the design and code wh ich indicates a pattern
of organization of its independent parts .

Testability refers to the ability of the design and code to support eval uation
of Its performan ce. In genera l , wel l stated performance requirements w i l l
result in testable software .

Understandap1j~~~~ is a character i s t ic  of the desi gn and code that makes I ts
purpose and functions easy to learn and follow. It is specified throuqh
programming standards whi ch include such features as prograrm i comm mn menting
requi rements , am i ng convent i ons , l i m i te d con trol struc ture s , and use of
structured HOLs.

*J~ most cases software cannot be verified to be error free (i.e., free frotim
design deficiencies ). Under testing and during operations , software errors
are uncovered when the software perfo rms in a manner contrary to its
performan ce requi renments.
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ACRONYMS AND ABBREVIATIONS

AFR - Air Force Regulation

AFSC - Air Force Systems Command

AFSCP - A i r Force Systems Comma nd Pamph le t

CAF - Critical Assessment Factor

c 3 
- Comman d , Con trol an d Commun i ca ti on s

CDR - Cr iti cal Des ig n Rev i ew
CDRL - Con trac t Data Requ i remen ts Li st
CI - Configuration Item

CPC - Com puter  Pro gram Componen t

CPCI - Computer Pro g ram Con fig urati on Item
CPDP - Computer Pro gram Develo pmen t Plan
CPT&E - Computer Program Test and Evaluation

CRISP - Com puter Resources Integrated Suppor t Plan
CRMC - Com puter Resources Mana gement Center
CRWG - Computer Resources Work i ng Grou p
CSEP - Com p uter Systems Eva lua ti on Panel
DCP - Decision Coordination Paper

DID - Data Item Description
DT&E - Development Test and Evaluation
ECP - Engi neer i ng Chan ge Pro posal
ESDM - Electronic Systems Division ~-1anual

FCA - Functional Configuration Audi t
FQT - Forma l Qualif i cation Test
GFP - Government Furnished Property

I T&E - Independent Test and valuat ion

IV&V - Independent Verification and Validaticn

PCA - Physical Confi guration Audit

PD - Program D i rector
PDR - Preliminary Design Review

PM - Progranm Manager
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PMD - Program Manage tm ient Directive

PMP — Programm m Management Plan
PU - Program Off ice
PQT - Preliminary Qual i f i ca t ion  Test
PR - Purchase Request

PSL - Program Support Library

QA - Quality Assurance

QQ PRI - Qual i ta t ive and Quant i tat ive Personnel Requirements Information
REP - Request for Proposal

ROC - Required Operational Capability

RSS - Regulations , Specifications , and Standards

SD - Software Director

SDR - System Design Review
SEMP - Systenm Engineering l’~anagement Plan

SE/TD - System Eng ineering/Technical Direction

SOW - Statemert of Work
SRR - System Requirements Review

SS - System Specification

SSAC - Source Selection Advisory Council

SSEB - Source Selection Evaluation Board

TBD - To Be Deter rmm ined

TEMP - Test and Evaluat ion Master Plan
WBS - Work Breakdown Structure

4j
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A P P E N D I X  C - B I B L I O G R A P H Y
MILITARY SPECIFICATIONS AND STANDARDS

DoD Directive 5000.29; ‘Management of Commipute r Resources in Major Defense
Systems ;” DoD , 26 A pril 1976.

MIL- STD-483 (USAF); ‘ Configuration Management Practices for Systems , Equip-
ment, Munitions , and Computer Progra mm ms ;” DOD; 31 Dece mmmber 1970.

MIL-STD-490; “Specifications Practi ces; ” DoD , 30 October 1968.

M I L—STD-49 9A(USAF ); ‘Engineering Management; ’ DoD; 1 May 1974 .

M IL -S Tfl —l 52 lA (USAF); “Technical Reviews and Audits ~or System ie , Equip is ent ,
and Compute r- Programs ,” DoD , 1 June 1970 , .

MIL _ C _ 45 6 62A ; ‘Ca l ib ra t ion  System Requi rem ’ ents ;“ DoD; q February 1962.

i- I I L- S -527 79 (AD);  ‘Softwa re Qua l i t~- Assu rance Program iequi re m ’ ; e m i t e ; ” DoD ,
5 April l°74.

MIL—Q -9 252A; ‘Qual ity Programs Requirenments ;” DoD; 16 December 1963.

AIR FORCE tND SUB0RD~~AT r C5 ’MMA2L~ f l9CDt - t [ NT C

AF R 1-~-l , Air Force Q ua l i t y  Assurance Program ; ” USAF; 11 Cep tem ber 1972.

AFR 74-18; un m 4 , ~lity  Assurance Program During Acquisition; ” U S A F ( [ -D PM ~8 November 1976.

AFR 800—1 1; “Acquisition Mana gemm ient; ’ Volume II , Ac q uis i tion arm -i Su; - ‘ i t
Procedures for Compute r Resources in Systems; JSAC ; ~c’ ‘t em m i er l~~’r .

AFSCM/AFLCM 375-7; “Confi guration Management for Syst c : m ms , Equipm m ’ er ’ t  , ‘- i m n i t i o n s ,
and Computer Programs ;’ USAF (AFSC/AFLC); 31 I-larch 1971.

AFSCR 74-6; ‘Procurement Quality Assurance for System ;- Progra mims ;” USAP (AFSC);
14 July 1973.

“AFSCF Software Eng i neering and Ma rmagem ime ri t Plan ; “ Hea - iquar te rs A [SC ,’XRF ;
March 1976 .

AFSCP 800-3; ‘A Guide for Program Man ageme nt; ” USAF(AFSC) ; 9 Apri l 1P71 .

AFSCP 800-6 ; “Statement of RorK Preparation ;” USAF(AFSC); 1,9 August l°7?.

ESPM ‘ - l ;  ‘ Qu a l i t - i  Assurance for Elec ~rc n ic  Syst emm -s~ m I S A F ( E S D ) ;
25 February 1974 .

RADC— TR— 7-1 — 300 ; - ‘ r i  tured m ’ noqr - a m i m l i n m  Series ;‘‘ Vo l ;  u V~ . 
- ram mmm ’ l n ’ ;

~~~~mort p m  brar~~~ ‘ r  cm Soe c I I i  cat ; enS ; m . ISA F( PADC ) ; ‘ui ’v 1-se - 
- 

-
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RADC-TR-74-3 25; “Eng ineering of Quality Software Systenis ;” USAF(RADC) :

• Volume V ; M e a s u r i n g  the Complexity of Computer Software; Sullivan , J.E. ;
Prepared by the MITRE Corporatio n ; -Janua ry 1975 .

• Volume V II I ; Software Re liab ili ty Modeling and Measurement Techniques;
La Padula , L.J. ; Prepared by the MITRE Corporation; Januaryfl~ 75.

SAMSO Pamphlet 74-2; “Contractor Softwa re Dualit y Assurance Evaluation Gu i de ;
1 September 1976.

SAMSO-TR-68-268; “Definition and Evaluation of Merit in Spaceborne Software ;”
Ruby , R.J., Hartw i ck , R.D., Ni elsen , W.C., Tabler , O.F .; SAMSO; Prepared by
Log i con , Inc.; June 1968.

MCI-75—002; “Automa tic Data Process i ng Documen ts Rev i ew Gui de ;’ USAF(ESD) ;
1 September 1976 .

DATA ITEM D E S C R I P T I O N S

DI-E-3 lO l ; “System S p e c i f i c a t i o n ”

DI-E-3 l l8; “Mi nutes of Formal Rev i ews , Ins pections , and Audits ”

DI-E-3 1 19A ; “Computer Pro g ram Develo pment Spec i f i ca tion” 
-

DI-E-3 120A; “Com puter Program Product Specification ”

DI-E- 3121; “Version Description Document (Compute r Progranm)”

DI-E-3 l 28 ; “Eng ineering Change Proposals (ECPs)”

DI-E- 3l29 ; “Request for Deviations/Waivers ”

DI -H-3253; “Qu al i ta t ive and Quantitative Personnel Requireuments Inforniation
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